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1 About Gladiator Automated Target Acquisition (GATA)

GATA is a solution that integrates with a variety of Over-The-Air (OTA) equipment manufacturers and is designed to integrate real time
call and location information from a variety of sources, such as T3, PRTT, GPS pings, GPS tracker, OTA truck location, into one screen
while simultaneously configuring the OTA equipment automatically and seamlessly, creating optimal parameters to conduct a real-time

tracking mission.

1.1 Key Features

* Provides a true one-screen solution for real-time tracking missions

* Integration of historical analysis, real-time intercept, and GPS data

* Displays OTA silent call response

* Notification when target device is on active voice or data session

* Target number identifier change detection and alert

* OTA GPS breadcrumb trail, target device RSSI, peak power location identification

* Ability to see the communications technology the target is using (2G, 3G, 4G, 5G or Wi-Fi)
¢ Visualization of neighboring cell sites

* Real time visualization of target phone location (cell site location/sector/azimuth, carrier GPS, handover events, location of

OTA equipment, real-time RF survey data)
* Real-time blue force tracking
* Real-time public records search on all calls made or received

* Pattern of life analysis (best day/time for mission, idle times, first/last sectors, frequency by hour)
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1 About Gladiator Automated Target Acquisition (GATA)
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GATA User's Guide 1 About Gladiator Automated Target Acquisition (GATA)

1.2 Key Benefits

* GATAI s the only Over-The-Air (OTA) enhancement, designed to work with multiple OTA products, which is purpose built to

monitor live data and configure the OTA equipment to the best parameters to locate the device

* GATA s designed to identify the new 5G Subscription Concealed Identifier (SUCI) and automatically update the OTA

equipment configuration when a new one is generated
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2 Using GATA

This book describes how to use GATA for real-time tracking. It explains how to synchronize with OSS-ESPA so that you receive the

active and historical trails, and the active calls for your case of interest. It then describes how to use the map features to locate a device.

If you are using a GAR or GATA unit, then your location is automatically sent to OSS-ESPA. However if you are not using a GAR or

GATA unit and want to let OSS-ESPA know your location then this book explains how to do that via an external GPS device.

2310-0602-23200x-02



GATA User's Guide 2 Using GATA

2.1 Monitoring movement on the Map View

This topic describes how to use the Map View to monitor the ongoing communications and movement of a target device. Prior to

monitoring a target device you must have created a case in OSS-ESPA.

1. Onthe Map View, clicka@ on the left of the map.

The GATA panel opens.

L]
2. ClickCa==.
e Y ——
il ® -3 52 2
Case External GPS Views Auto Focus Units

The Case Settings dialog box opens.

sam.am.jones@gmail.com

Password:
Case: QA Case Bravo3a
View the last: : hours

+* ™ Il QA Case Bravo3a
- = Dodge TE
W 999-999-9991
NI 310170828240399
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3. Onthe Case settings dialog box:

a. Ifthisis the first time you have signed in, or another user is currently signed in, then in Email and Password you must

enter your OSS-ESPA account details, then click OK.
b. The software is reloaded and on returning to this dialog box your cases are automatically listed in Cases.

c. InCase, select the case you want to monitor. You can either select your case from the drop-down list or start typing the

case name to display it.
d. InView the last, enter the time period over which you want to view the active and historical trails, and the active calls.

e. Inthe list of people and phones, ensure all the CASEIDs (LIIDs) (lawful interception identifiers) you want to monitor are

selected.
f. Click OK.
The software is reloaded and synchronizes the case data with OSS-ESPA.

4. The map now displays active and historical trails, and active calls for the time period you selected. You can now monitor the
movements of the target device on the map as new communications arrive, and view the field unit trails of yourself and your

colleagues.

¢ Allactive calls are listed on the Current activities tab. Typically these activities are outlined with a green box to
indicate they are active. When an activity ends it remains on this tab for ten seconds and is displayed with a red outline.
You can click the tower reference number to center the cell tower's location on the map. To investigate the location

further you can click the cell identifier to open the location on a separate browser tab in Google Maps.

These activities are outlined with a
green box to indicate they are active.
When an activity ends it remains on

this tab for ten seconds and is
displayed with a red outline.

The call's date and time.

This icon displays the call type, this
example shows a data call.

Displays the call participants. In

this data call example on the left

there is only one, but in the voice

call example below you can see
two.

Click this number to center the cell
tower's location on the map. |
o
Click the cell identifier to open the
location on a separate browser tab in
Google Maps.

Displays the call direction.

2310-0602-23200x-02 7
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The ten last known associates and locations are listed on the Associates Info and Locations Info tabs. You can click
the date/time link to center the cell tower's location on the map. To investigate the location further you can click the cell
identifier to open the location on a separate browser tab in Google Maps. You can use the icons on these tabs to filter

what is displayed. For example, you can display all used sectors, GPS ping locations and cell coverage on the map

Locations Info tab:

Use to set the number of displayed Use to filter what is displayed in the list and on
locations. the map, for example voice, data and GPS pings.

Click the cell identifier to open the
location on a separate browser tab in
Google Maps.

Click the date/time link to center the ceII\ T
tower's location on the map.

Click to display the target's call statistics.

Associates Info tab:

Use to set the number of displayed
locations.

Click the date/time link to center the cell ‘
tower's location on the map. @ ° Cloe)

Click to expand, then click the cell
identifier to open the location on a
separate browser tab in Google Maps.

2310-0602-23200x-02
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* The person's last known call location is marked with a moving straight line. If the most recent location is a sector with
no azimuth defined then this straight line is displayed moving over 360 degrees. The last known GPS ping location is

displayed as a circle with radiating lines above and below.

This straight moving line indicates
that this is the last known
location. As there are no
— 1 additional curved lines radiating
from it the call is no longer in
progress.

* The person's current activities are marked with moving curved lines. If the current activity locations is a sector with no

azimuth defined then these curved lines are displayed over 360 degrees.

‘These moving curved
| lines indicate that
o _— _ thereiscurrent
e activity at this
location.

Current activities are defined as:

» acall or data session in progress. Note, that the map displays all the sectors that have been used during the
call, not just the call's latest sector. The sector that is currently being used is displayed with moving curved

lines, whereas the previous sectors show no moving curved lines.
* an SMS that occurred in the previous 60 seconds.

¢ GPS pings that occurred in the previous 60 seconds.
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A Q notification appears automatically if there is any change to a device's subscriber information (IMSI,

MSISDN, SUPI-IMSI, GPSI-MSISDN, SUCI, GUTI-5G) and the device information (IMEI, IMEISV, PEI-IMEI, PEI-
IMEISV). This type of alert notifies you of pertinent changes related to the target device which may require you to

reconfigure other mission equipment in order to accomplish your mission.

The subscriber information can change when the target changes the SIM card or any temporary identifier related to the
SIM card managed by the operator. The most current IMSI, GUTI or SUCI (5G) number is required if you want to locate

the phone with cell tracking equipment.

The device information is related to the phone model or device in use with the subscriber identifier, and is required to

configure the cell tracking equipment with regards to the device's supported technologies and limitations.

When you click the notification, it opens the Notifications pop-up which displays the most recent changes. Click View
history if you want to view any previous changes. Click Dismiss all to remove the alert notification from the screen

and to also clear the historical alarms.

Ly
leks Historical identifier change notification
I B GUTL-5G changa ( 03/21/22 14:05:46 )
Notifications A ["PLMN ID":"310260","AMF Region ID":50,"AMF Set 10°:64,"AME
« _ Pointer":5,"SG TMSI":853254838} ot
BG - . e . M BISUCE change ( 03/21/22 14:05:45 )
egion ID":60,AMF Set ID":64AMF Pointer”656 TMSI"842084916} 310260-3-1-53-
B*“g 313535343934333532313132353530323931313631 343031 393739353531 31 5
- mmmamaAAAn A s B GUTL-5G changs ( 03/21/22 14:11:04 )
3 34383435333033 8323033323134 "pU "310260","AMF Region ID":50,"AMF Set ID":64,"AMF
Pointer":5,"SG TMSI':309129525}
4 B 5UCE change  03/21/22 14:11:04 )
View history 310260-3-1-53-
T P 31393634373934343631 31 343631393031 363031 31 36333334303238303631%:
slpl
penver= United States :
amento
o gt
San Jose
Las Vegas
o
Albuquergue
o
Los Angeles
59 [ »
]
: San Elegn Phoenix Da!jlas Close 104
Gooale
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GATA User's Guide 2 Using GATA

5. If you have field units with GATA equipment installed then you can also use them to help locate a device using the Direction

finder pop-up. For the GATA field units that are currently active, a Direction finder pop-up is either displayed in the field unit's
tab or as a floating window.

If the Direction finder pop-up does not display then click ¥igw= . On the GATA Views dialog box, ensure that in GATA ,

Direction finder is selected.

The following graphic explains how to use the Direction finder pop-up to help locate a device.

Click to zoom to the current The vehicle displays the first
location of the field unit. | time the equipment

connects with the device.
Select to display a colored ' :

circle on the map that i , The line of bearing indicates
represents the device's | (XN —/ the direction of the device,
distance from the field unit. i < - and the color of it

ADA: 323

represents the signal
LOB _RSSI: -46.46
T strength.

Direction finder - GATAY|

Click to center the map on
the location. If the icon is: —
- red, it shows the device's - — Click to switch on and off

current location. g \ — the audible beep when the
- gray, it shows the device's Click to open the location on equipment captures a silent

last known location. Google Maps. If the icon is: call.
'| - red, it shows the device's '
current location.
- gray, it shows the device's
last known location.

2310-0602-23200x-02 11
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6. If required you can change how the field units appear on the map, such as displaying the route's signal color and the

appearance of the Direction finder pop-up. Any changes you make to a field unit's settings will also change for all GATA and
OSS-ESPA users, and in all cases. To change a field unit's appearance:

=
— =
a. Click Lnits
i & 3 &l =
Case: External GRS Views Auto Focus Units

Current activities Locations Info Associates Info

The Field units dialog box opens.

If you want to set the color the field unit's marker and trails are displayed in, click the color icon.

Feld units

Name
UNIT307
GATA1
NYXCELL
GATA2

UNIT320

v Apply the date to all selected units?

[02/15/2022 12:27 J24¢]

0K

The Field unit color dialog opens, select a new color then click OK.

Field unit color

Ell J8CEOE
R: &3 G

oK Close

c. If you want to configure any other settings associated with a field unit, such as using a transparent background in the

direction finder window, using a floating direction finder window, displaying the signal strength in the bread crumb trail

and the appearance of the unit and signal icons, then cIick..

2310-0602-23200x-02 12
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Field units

Name
UNIT307
GATA1
NYXCELL
GATA2

UNIT320

¥ Apply the date to all selected units?

02152022 1227 [l

0K

The Unit settings dialog box opens. Configure the settings as required then click OK. For further information on the

settings refer to Unit settings dialog box on page 44.

Unit settings - NYXCELL

Campaign date:
G T ©

Use transparent background in
direction finder window

v Apply signal strength in route

V" Foating direction finder window

Unit icon:
Tcon 1 (Default) ~Q

Signal icon:
Tcon 1 (Defauft) ~@

d. Click OK to close the Field units dialog box.

2310-0602-23200x-02 13
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2.1.1 Setting the map location and scale

You may want the map location and zoom to remain the same as you have them currently displayed on the map. This can be useful for a

number of reasons, for example: you may wish to monitor movements around a specific location, or it may give you a better overall view

of the location of a new event when it occurs rather than it zooming in closely to the event which may make it difficult for you to at first

determine the new location relative to the previous one. To do this, set the map to your preferred location and zoom setting then click

o

2.1.2 Using auto focus in GATA
Auto focus allows you to set whether or not the map automatically centers a new event on the map when it arrives.
To enable and disable auto focus:

1. Either:

/i
oo

e

On the GATA panel click Auta Focus| | or

503 E

7] & = 523
Case External GPS Views Auto Focus Lnit:

* On the Info tab, at the bottom-left of the screen click Auto focus.

cerd

TA307

The Auto focus dialog box on page 34 opens.
2. The Auto focus dialog box allows you to both enable and disable auto focus.

* To auto focus on a target, select the target you want to auto focus on.

NOTE: To auto focus on a specific phone or CASEID (LIID) , the phone number or CASEID (LIID) itself must

be selected on the Case Settings dialog box on page 37.

2310-0602-23200x-02
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Auto focus
~ ™ 1) QA Alpha 4 Hilton Drug Rip
v ™ & GDoe
v 321-456-6823
3214566823PD
311480601858140
3214566823PD4G
3214566823
v ™ & Josh Martin
v W 321-444-5555
@ 3214445555
I 310260349776726
v & Jackson Five
v W 321-368-1010
@ 3213681010
M 21 NMANA0TTRTIA
Disable auto focus
oK Close
* Todisable auto focus, select Disable auto focus.
Auto focus
~ “ il QA Case Bravo3a
~ ™ & Dodge_TE
~ ™ W 999-999-9991
I 310170828240399
.
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2.1.3 Using the GATA Layers panel

The Layers tab, on the right of the screen, allows you to select what information to display in the map.

Layers Legend

{4 ESPA Layers
= g User Layers
(Y =7 Drawing
= ¢ Drive Layers
Q ﬂ Current Location
@ %7 Current File
Q % Current Campaign
@, % Today's Drive
= [ Sentinel Layers
@ 7 Cell Coverage
Q % Current active layer
@ I Last known layer
Q I Sector
Q % Tower reference
@ [ Target Location
@ &4 GPS Ping
Q I Verizon - Ite
=7 Field Units
CA_IP
ae o9
Wy

@ [ GATAL
C - BN ¥ 8

@ [ GATA2
o= PO i

@ 7 GATA3
°oR29 4

I GATA307
Q o

L 2 8
@ [ GATARDLT
Ol Q¥ 8
Q@ 7 P15
L
=77 Base Layers
@ OpenStreetMap
O Offline Maps
@ Offline Maps - Dark
@ Offline Maps - Satellite
@® ESRI
@ Bing Road
@ Bing Aerial
@ Stamen Toner Lite

2310-0602-23200x-02
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How to show and hide the field unit layers
For each field unit you can select to show and hide the field unit's:
. locations €l
. traill=&
. labelld
o signal@
« direction finder pop-upﬂ

1. Use the Field units menu to select the layers you want displayed for each field unit.

Show or hide locations

Show or hide trail

Show or hide signal 3o &

Show or hide label

[ Show or hide direction finder pop-up

2310-0602-23200x-02 17
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How to change the base layer

Changing the base layer changes which map type is displayed.

NOTE: Offline maps do not require internet connectivity as they load directly from your computer. For further information refer

to Downloading offline map regions on page 22.

1.

Use the Base Layers menu at the bottom of the tab to change the displayed map.

Layers Legend

{4 ESPA Layers

— ﬂ User Layers
(Y Ve Drawing

== 77 Drive Layers
Q yCment Location
Q "2 Current File
@ [ Current Campaign
@ 1% Today's Drive

== Sentinel Layers
@ % Cell Coverage
Q % Current active layer
Q @ Last known layer
@ [ Sector
Q I Tower reference
@ [ Target Location
@ & GPS Ping
@ % Verizon - Ite

= % Field Units
2L
T T

@ 7 GATAL
oRP29 4

@ (4 GATA2
R RN N

@ 7 GATA3
oRPe 4

@ I GATA307
oRP® 4

@ % GATARDLT
o=RD®

7 1P15
& o= ®

ﬂ Base Layers
@ OpenStreetMap
O Offline Maps
@ Offline Maps - Dark
@ Offline Maps - Satellite
@ ESRI
@ Bing Road
@ Bing Aerial
@ Stamen Toner Lite

2310-0602-23200x-02
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2.1.4 Measuring distance

You may want to measure the distance between different locations, for example if you believe a person is heading for a particular

location measuring the distance between their current location and their destination could give you an approximate time for their arrival.

With your map displaying the points you want to measure between:

1. Click ?’_) at the top-left of the map to ensure the map is in the measure distance mode. This icon is displayed in orange ?’)

when you are in the measure distance mode.

Left-click on the map to start measuring your distance. You can left-click to create another point on your distance measurement
or double left-click to complete your distance measurement.

The distance is displayed in miles.

IS )

Technology)

N[””Uf,]_l,] Grumman Melbourne airport FL o
Bldg 222

Narthrop Grumman

Bldg 228
& 1.51 miles
Northrop Grumman
« Bldg221 Kindred Hospital
- #=|bourne
e e v Q-
A &
g S4 Blvg WINASA Blvd Vi NASABNO ]
7 : :
el E 5
[=5

Once you've completed your measurement right-click the map to return to the normal map mode which is indicated by the hand

[l A
icon returning to orange Q{:]".ll q'1:?.
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2.1.5 Viewing locations of interest

Locations of interest, that have been added to the case, are marked on the map with icons as shown below.

=t
o

con Type

Crime Scene
Residence
Frequented Area
Meeting Area
Other

i~ falefal | |

Click on an icon on the map to display details about the location such as its name, latitude/longitude and event start/end times.

L3Harris °

X
Mary Johnson - Girlfriend

Event Start: N/A
Event End: N/A
Latitude: 28.085092
Longitude: -80.637274

V scus Blvd W Hibis
r shop

Marytjohnson - Girlfriend “¥

X P

2.1.6 Viewing sector properties

Click on a sector to display the sector properties such as the technology, azimuth and beamwidth.

/4 E Hibiscus Blvd — E Hibiscus Blvd
s R Gerber Collision & Glas

/

| Azimuth: 300 <
[ — Q BeamWidth: undefined iIver f
( f Melbourne 4 Cell: 311480 445798 32 man 9
) | Channel: 0

\ Code: 0
Wells|Park Latitude: 28.08185 uto Repair
/ —) o Longitude: -80.60818 P
/ 1 Operator: Verizon E Semii
\ Melboutne  Technology: Ite Vheels

] Municipal Ba

motive

f Lourdes

Melbourne Library Vi
ietnam and All Veterans .
e of Brevard Veteran ST, SV

QGP Bikes Incd
E Fee Ay EFéeAve 9 ETee AVE N
) z
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2.1.7 Viewing the best RSSI details

The best RSSI level is displayed on the map with a O Click on it to display details of the RSSI such as the level, time it occurred and

latitude/longitude.

z
‘§ Fountainhead
b North
=
£ 5 g
3 @ Notre Dame Avenue 5
E 3 o
g g 3
Q. 1 s
‘ Rheims Avenue
“
* Chartras Avenie West
X
' LOB_RSSI: -63

' Date: 2023-05-11 13:49:27.29
Latitude: 28.112148346255847
Longitude: -80.67182570710345

Wickham
Ooks Business |
Park

P4

AU INS0)) Anes
anug uoubiny
anug woha

Saint Michel Avent

Quebec Avenue

\aq Corbusier Drive Corbusier Drive

Wright Avenue

o0

Wickhom
Center

2.1.8 Viewing the drive trail's direction of travel

The drive trail's direction of travel is marked on the map with arrows.

Drive trail's
direction of travel

2310-0602-23200x-02
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2.1.9 Downloading offline map regions

If you prefer to use offline maps, for example if you know you are going to be in an area with no internet access, then you can download

maps to your computer before you start your mission.

1. Click lt‘ on the right hand side of the screen.

<@

Island

A new OSS Maps browser tab opens.

2. Use Search to locate the region you want to download.

Show| 10 v|entries

Search

Description Date modified Size
Alabama 2021-10-07 10.3GB
Arizona 2021-10-07 5.5GB
Arkansas 2021-10-07 7.1GB
California 2021-10-08 19.6GB
Colorado 2021-10-07 5.6GB
Connecticut 2021-10-06 4.2GB
Dark - Alabama 2022-04-23 7.6GB
Dark - Arizona 2022-04-24 8.8GB
Dark - Arkansas 2022-04-23 6.0GB
Dark - California 2022-04-30 31.9GB
Showing 1 to 10 of 104 entries Previous i 2 3 4 5 " Next
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3. You can select your preference between either a standard or dark map for the region. If you prefer, you can also download both

as you can select which to use in step 5.

Show| 10 ¥ entries Search: [Floridd| x

Description Date modified Size

Dark - Florida 2022-04-21 11.6GB
Florida 2021-10-10 9.6GB

Showing 1 to 2 of 2 entries (filtered from 104 total entries) Previous 1 ‘ Next
4. Once downloaded, move the .gmbd file to C: \GATA\Offline Maps.
> This PC » Windows (C) > GATA > Offline Maps
Name Date modified Type Size
D Dark - Delaware.gmdb 09/10/2023 14:55 GMDB File 1,844,512 KB

Alternatively, if you prefer to have each region's download in a separate folder you can also use C: \GATA\Offline

Maps\<region name>.

> This PC > Windows (C) > GATA > Offline Maps > Delaware

~

Name Date modified Type Size

[ Dark - Delaware.gmdb 09/10/2023 14:55 GMDB File 1,844,512 KB

5. Touse the offline maps, on the Layers panel, select your preference either Offline Maps or Offline Maps - Dark.

Layers Legend

& ESPA Layers

= 7 User Layers

= ¢ Drive Layers
= [/ Sentinel Layers
7 Field Units

== % Base Layers

Q Offline Maps
Offline Maj Dark

@ ESRI
@ Bing Road

@ Bing Aerial

@ Stamen Toner Lite
@ Stamen Terrain

NOTE: If you have selected to use offline maps and you do not have the required download but you are connected to

the internet then internet maps are used automatically.
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2.2 Using an external GPS device

This topic describes how to use an external GPS device to provide GATA with your location so that your movements can be monitored if
you are not using a GAR or OTA unit. For an overview of the external GPS tracking feature refer to the Read GPS from external

device dialog box on page 43.

1. Onthe Map View, cIick£® on the left of the map.

The GATA panel opens.

2. Click Extemal GRS,

508 £
Case External GRS Views Auto Focus Lini

i

The Read GPS from external device dialog box on page 43 opens.
3. If prompted, allow access to your location.
4. In COM Port, select the USB port your GPS device is connected to.
5. Click Start.

Your location is now identified on the map with a marker, this information is updated every second.

NOTE: If this is the first time you have set up this unit then you must ensure that it is configured on OSS-ESPA's
Sentinel screen to display in the correct cases. For further information refer to "How to display GPS Tracker and field

units on the Sentinel screen" in the OSS-ESPA Help.

6. [Ifyou want to view the movements of other devices, you can select them from the Layers panel. Click = at the right-side of

the map to open the panel, then expand Field units and select the devices you want to display.

Layers  Legend >

b 4 ESPA Layers
& o User Layers
o 7 Drive Layers
2
Qi ar
oR®

/ GAR10
vT e
@ & GATAL
OoRD 4

@ 7 GATA2
C RN ¥ N
0 GATAS
e PO
@ I/ GATA307
L N

@ 2 GATARDLT
oRPO i

& P15
A e

2310-0602-23200x-02 24



3 Software description

On the Map screen, the GATA user interface displays case data that is useful when you are conducting a real-time tracking mission.

View  Wizard Setup

GAR Status: Idle @ Grs Logs and Settings
\ \
7 \ \
5 \ \
v i v‘ ! =
\ 1
) i
3 |
Viera \ [ZE] | ®
g 73 g \
Riveriakes < \ | |
Conservation \ = A \
= Area \
\
\
) a0 South parick
% Shores
\
= \
= 138 Palhn shores
= \ |
= B N Satellte Beach
= 3 )
= \
09 indian Harbol
ach \
7 | FLAIA \
153 \
53 \
1 \
152 \
i \
152 vnnwanru \
s \
i P \
Herky Huffm@n \\
Bull Creek LS 150 June park o) \
Wildlfe (S \ Seach i
Management: q b
B N U507 :
— Jonereen -1 N s
S Greek Swamp=+ S\
T | WestMelbourne 3]
3 s i rs16 \
BullGreek =S 423 \
swarmp Kempfer—— -1 X i |
MapView  GridView  GraphView  NetworkInfo  DeviceInfo  RF Spectrum  Analysis

You can rotate the map so that the top is oriented to a direction other than north.

* Touchscreen: touch an area with two fingers and drag both fingers in a circular motion.
* Laptop: press Shift and drag the cursor.

To reorient the map back to north, click.

Additional tools and options are available to control the Map screen and access other features.

Icon Option Description

Search Allows you to search for a location on the map by street address or longitude/latitude

coordinates.

To search by coordinates, enter the longitude before the latitude.

a Map lock Allows you to lock the map if you prefer to view a specific map location.

Full screen Allows you to expand the map windows to fill the screen.

This option is only available on certain browsers.

m Center

Allows you to refocus the map to set your field unit's current location as the center of the
map.
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Icon Option Description
H Zoom Allows you to narrow or expand the focus of the Map screen.
L
w Layers and Allows you to select what data is displayed on the Map screen. For example:
Legend .
Current location: the data from the current collection
Sentinel layers: this allows you to select which case data received from OSS-ESPA's
Sentinel solution is displayed.
Offline maps: these are useful to display if you have no internet connection.
Field units: Each active field unit allows you to select which of its attributes are displayed,
for example the Direction finder pop-up on page 38 and the unit's name.
LIS Drawing tools  Allows you to draw shapes on the map to conduct analyses on data collected on locations
within.
Drawn polygons must be saved using the context menu before they can be used.
i Download Click to download offline maps for using with GATA.
maps
Q. Notifications This appears automatically if there is any change to a device's subscriber information
(IMSI, MSISDN, SUPI-IMSI, GPSI-MSISDN, SUCI, GUTI-5G) and the device information
(IMEI, IMEISV, PEI-IMEI, PEI-IMEISV). This type of alert notifies you of pertinent changes
related to the target device which may require you to reconfigure other mission equipment
in order to accomplish your mission.
GATA panel Allows you to open the GATA panel used in real-time tracking.
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3.1 Status

¢ Connected

GATA is connected to the internet and transmitting and receiving data with OSS-ESPA.
* Reconnecting

GATA is attempting to reconnect to the internet and is currently unable to transmit and receive data with OSS-ESPA.
* Disconnected

GATA is disconnected from internet and is currently unable to transmit and receive data with OSS-ESPA.
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3.2 Context menu

You can use a context menu on the Map screen to do the following:

{0 Center map here
9 Add a Marker

I[§ view on Google Maps

B8 Select drawing set
x Clear drawings

& Zoom In
€} Zoom OQut

¢ Center the map on alocation
* Add a Marker to a location
* View the location on Google Maps. This is useful as it provides you with a visual display of the landscape.
* Editand save polygons you have created using the drawing tools
¢ Zoom in and Zoom out
* Modify the opacity and radius of a Sector, or all Sectors in a layer
To open the context menu using a laptop, right-click the location on the map.

To open the context menu using a touchscreen device, tap and hold down on the location on the map until the context menu opens.
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3.3 Layers and Legend panel

The Layers and Legend panel is opened by clicking =~ on the map.

On the Layers tab you can select what information to display in the map, and the Legend tab indicates the attributes displayed in the

map. Check-boxes allow you to select what you want displayed, and the allows you to zoom into the item.

For further information refer to Using the GATA Layers panel on page 16.
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3.4 GATA panel

The map view's GATA (Gladiator Automated Target Acquisition) panel is opened by cIickinga@ on the left of the map.

© =
Case External 6PS Views

Locations Info Assodiates Info

= Direction finder - GATAL

Vehicle ID: GATAL
M UE estimated distance ( 202.44)

GATA2 | GATAL

Direction finder - GATAZ

mm”” Sams.C \M)o

June Park

W UE estimated distance ( 202.44 ) o
Technology @
wox Ros P @)

UE location:

Info  Messages

i Hilton Drug Rip
5 West oaks park - Lynne
Manion Nungesser Park

a ator-forensics.com
& unit: UV
@ GPS Status: not connected

Map View

'GATA Status: Col

(w)

Melbourne

Village
Bg '\w

ATl purk@
Palm Bay High

lwl @

BAYs Pro Shops

%

Grapefruit Bike Tvu\\>°

e .
x Canova
Beach Park!

7] 1D;

I o:g‘n\..mmk

Castaway Point P.nko
GJ

er Markel paim Bay

Turkey[Creek
Sanctuary.

Adialantic

Melbourne

(%)

Melbourne|B

%
z
()

Jul
Ul

Layers

ESPA Layers
User Layers

¥ Drawing
Drive Layers

¥ Current Location

¥ Current File

¥ Current Campaign

¥ Today's Drive
Sentinel Layers

¥ Cell Coverage

¥ Current active layer

¥ Last known layer

¥ Sector

¥ Tower reference

¥ Target Location

¥ GPS Ping

¥ NYXCELL

Legend >

¥ Current location
¥ Drive trail

¥ NYXCELLOL
¥ Current location
 Drive trail
¥ Strongest signal
 Unit label
¥ Direction finder
¥ GATAL
¥ Current location
¥ Drive trail
¥ Strongest signal
 Uniit label
¥ Direction finder
¥ unIT307
 Current location
 Drive trail
¥ Unit label
¥ GATA2

The GATA panel consists of a Current activities tab, Locations Info tab, Associates Info tab and individual field unit tabs for all the

selected case's active GATA field units. There are also buttons that allow you to configure your GATA view.
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* Current activities: displays the details of any current communication activities. Typically these activities are outlined with a
green box to indicate they are active. When an activity ends it remains on this tab for ten seconds and is displayed with a red
outline. You can click the tower reference number to center the cell tower's location on the map. To investigate the location

further you can click the cell identifier to open the location on a separate browser tab in Google Maps.

These activities are outlined with a
green box to indicate they are active.
When an activity ends it remains on
this tab for ten seconds and is
displayed with a red outline.

The call's date and time.

This icon displays the call type, this
example shows a data call.

-

Displays the call participants. In
this data call example on the left
there is only one, but in the voice
call example below you can see

two.

Click this number to center the cell
tower's location on the map. |
—
Click the cell identifier to open the
location on a separate browser tab in
Google Maps.

12:47. )00 (16141)

Gladiator Mike 9176

Displays the call direction.

* Locations Info: displays by default the details of the last ten locations for communications. You can change the number of

locations from the default of ten using Top and clicking the refresh icon.

You can click the date/time link to center the cell tower's location on the map. To investigate the location further you can click

the cell identifier to open the location on a separate browser tab in Google Maps.

Click + to display the target's call statistics. You can use the icons to filter what is displayed in the list and on map. You can filter
on voice and VolP calls, data calls, SMS and MMS calls, GPS pings, GPS buffer, tower, cell coverage and the dominant cell

coverage.

The icons at the top of the tab apply to all persons listed on the tab but you can also use the icons alongside each person's

name. For the map details you can also click the icons listed for each location to display or hide them from the map.

Use to set the number of displayed Use to filter what is displayed in the list and on
locations. the map, for example voice, data and GPS pings.

Click the date/time link to center the cell\ ) . Click the cell identifier to open the
tower's location on the map. 2 EocoemEl | |0cation on a separate browser tab in
— Google Maps.

Click to display the target's call statistics.

2310-0602-23200x-02 31



GATA User's Guide 3 Software description

Associates Info: displays by default the details of the last ten associates the target last communicated with, and the target's

location during that communication. You can change the number of associates from the default of ten using Top and clicking
the refresh icon.

You can click the date/time link to center the cell tower's location on the map. To investigate the location further you can click

the cell identifier to open the location on a separate browser tab in Google Maps. The arrow alongside the associate's name

indicates if the call was incoming or outgoing.

Use to set the number of displayed
locations.

Click the date/time link to center the cell
tower's location on the map.

Click to expand, then click the cell m—
identifier to open the location on a 22 © ok i 917233
separate browser tab in Google Maps.

* Field unit: for each GATA field unit that is active a tab is displayed. It displays information gathered from the GATA field units

which can help you find devices of interest. Each field unit tab is named using the field unit's name. Currently the only field unit

feature implemented is the Direction finder pop-up on page 38.

You can minimize this tab by clicking B atthe top-right of the tab.

GATA1 GATA2

Direction finder - GATA2

Vehicle ID: GATA2 @,

W UE estimated distance ( 156.25 )

Technology: 4G

TA: 2.00 RSRP: -66.00

AOA: 90

LOB_RSSI: -62.30
i

UE location: NJA
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* Info: displays the case name that you are viewing and the name of the user that you are logged in as, both of which are set on

the Case Settings dialog box on page 37. It also displays your field unit name and your GPS status.

If the case has map data exported from the OSS-ESPA's Analysis center then a link is provided which opens the Case data -
Exported from Analysis Center dialog box on page 35 which allows you to view the available map exports and select any

that you would like to display on the GATA map.

Info Messages

il Hilton Drug Rij

* Messages: displays information regarding the status of uploading data to Sentinel.

Info Messages

3/14/2022 36 PM - Finished uploading data tinel
3/14/2022 36 PM - Uploading data to Sentine ms remaining)

¢ Case: click to open the Case Settings dialog box on page 37 which allows you to sign into your OSS-ESPA account and

select which of your intercepts you want to view.

* External GPS: click to open the Read GPS from external device dialog box on page 43 which allows you to give GATA

access to your current location when you do not have a GAR unit or an Over-The-Air unit.

* Views: click to open the GATA Views dialog box on page 42 which allows you to define which views you want displayed on
the GATA field unit tabs.

* Auto focus: click to open the Auto focus dialog box on page 34 which allows you to set whether or not the map

automatically centers a new event on the map when it arrives.

* Units: click to open the Field units dialog box on page 41 which allows you to open the Field unit color dialog box on
page 40 and the Unit settings dialog box on page 44 which allow you to select how the field units and their data are

displayed on your map.
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3.4.1 Auto focus dialog box

| |
o0o0

The Auto focus dialog box is opened by clicking AUtz Facus on the GATA panel on page 30. It allows you to set whether or not the

map automatically centers a new event on the map when it arrives. The people, phones and CASEIDs (LIIDs) that are displayed are for
the case you selected on the Case Settings dialog box on page 37. You can also set to center the map on a field unit each time it
moves. The field units listed are either GAR and GATA units, Bluetooth GPS Cradlepoint units, and Over-The-Air units that have been
selected on OSS-ESPA's Sentinel screen by the monitor for your case; that is the case you currently have selected on the Case

Settings dialog box on page 37. Your selection is also retained for use at a later date when you reopen the case.

NOTE: To auto focus on a specific phone or CASEID (LIID) , the phone number or CASEID (LIID) itself must be selected on the

Case Settings dialog box on page 37.

Auto foaus

il QA Case Bravo3a
o Dodge TE
B 999-999-9991
Ml 210170828240399

W' Disable auto foous

oK
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3.4.2 Case data - Exported from Analysis Center dialog box

This topic provides an overview of the Case data - Exported from Analysis Center dialog box. This dialog box is opened by clicking

the case name on the Info tab on the GATA panel on page 30.

The Case data - Exported from Analysis Center dialog box list all the exported OSS-ESPA analysis center data that is available for

the displayed case. You can select to display one or more exported data files.

This data is exported from the ESPA analysis center usingE and selecting Export map to Sentinel. The export is automatically

named using the date and time of the export. The details that are exported are:

* Network and network labels: if either are selected then both are exported. However the only network locations which are

exported are those in the current zoom area of the OSS-ESPA's map.

* Polygons: all polygons are exported irrespective of whether or not they are in the current zoom area of the ESPA analysis

center's map.

* Target locations: all target locations are exported irrespective of whether or not they are in the current zoom area of the ESPA
analysis center's map. In Google Earth the target location icons are displayed as they are in ESPA analysis center, however in

MapPoint the target locations are only displayed using the same color as in ESPA analysis center but without the graphic.

* Sectors: all sectors are exported irrespective of whether or not they are in the current zoom area of the ESPA analysis center's

map.

* Towers by usage: all the usage details of each sector irrespective of whether or not they are in the current zoom area of the
ESPA analysis center's map are exported and can be viewed in Google Earth. In Google Earth the height of the sector

represents its usage.

* Calls by day: all the calls from the selected phone numbers are exported and you can select to view them in Google Earth on a

day by day basis.

* Cell coverage and WiFi coverage: all signal trails and drive trails are exported irrespective of whether or not they are in the

current zoom area of the ESPA analysis center's map.

* Geo-location: all the geo-location events and confidence circles are exported irrespective of whether or not they are in the

current zoom area of the ESPA analysis center's map.
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Case data - Exported from Analysis Center
. Name

export_20220523 112329

export_20220523 112949

export_20220523 120052
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3.4.3 Case Settings dialog box
i

The Case Settings dialog box is opened by clicking === on the GATA panel on page 30. It allows you to sign into your OSS-ESPA

account and select which of your intercepts you want to view.
Case Settings x
Email:
password: (D
Case: QA Case Bravo3a -

View the last: : hours

* " 1l QA Case Bravo3a
= Dodge TE
B 999-999-9991
Wl 310170828240399

Email and Password

Enter your OSS-ESPA email address and password then click OK to sign in. The software is reloaded and synchronizes with OSS-

ESPA. On returning to this dialog box your cases are automatically listed in Cases.

You do not have to sign in each time you open the software. You only need to sign in on your first use, or after another user has been

signed in.
Cases

Once you are signed into OSS-ESPA using your Email and Password all your cases are automatically listed. Select the case you are

monitoring. The case's people, phones and CASEIDs (LIIDs) are now listed.
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View the last x hours

Select the previous number of hours you want to view for both:
¢ active and historical trails, and
* active calls.

The oldest data is removed from the screen when it becomes outside of the selected time period. The maximum value is 96 hours (4

days). The default is 8 hours.

Phones

This displays all the people, phones and CASEIDs (LIIDs) for the selected case. Select which ones you want to retrieve the data for. The

data associated with these is then populated on the Current activities tab, Last known tab and the map.

If the i-case associated with the phone is either disabled or no longer valid it will display as QS .

3.4.4 Direction finder pop-up

The Direction finder pop-up displays information gathered from GATA field units which can help you find devices of interest. The pop-

up displays the current or last known location, the signal strength, the line of bearing, and the distance from the device.

The following graphic explains the features of the Direction finder pop-up.

Click to zoom to the current The vehicle displays the first
location of the field unit. | time the equipment
|| ~ connects with the device.

Direction finder - GATA]

Select to display a colored

circle on the map that The line of bearing indicates

[ /chide ID: GATAL

represents the device's BN B U coticunten distonce { 102.41) 7 " the direction of the device,
 distance from the field unit. T 2700 : — and the color of it
noR:323 represents the signal
LOB_RSSI: -46.46
Click to center the map on strength.

the location. If the icon is: UE locaton:
- red, it shows the device's - — ' Click to switch on and off
current location. ~ = —— ' the audible beep when the
- gray, it shows the device's Click to open the location on equipment captures a silent
last known location. Google Maps. If the icon is: call.
- red, it shows the device's
current location.
- gray, it shows the device's
last known location.

This graphic shows how the pop-up appears with red icons when the equipment is connected to the device via a silent call.
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Direction finder - GATA1

Vehide ID: GATA1

B UE estimated distance ( 402.44 )
Technology: 3G
TA: 0 RSRP: -37.00
ADA: 323
LOB_RSSI: -46.46
- S

UE location:

If any readings are invalid then:
* No location and no vehicle are displayed when the AOA value is invalid.
* No signal and no signal strength bar are displayed when the LOB_RSSI value is invalid.

To view the Direction finder pop-up you must have it selected to display on the GATA Views dialog box on page 42. You can also

select:

* Use transparent background in direction finder window on page 45 to display it with a transparent background which is

useful if you are overlaying it on the map as it allows you to continue to view the street layout.

* Floating direction finder window on page 45 which allows you to move it over the entire map rather than limiting it to the
field unit tab.

For further information on using the Direction finder refer to Monitoring movement on the Map View on page 6.

The vehicle displays the first time the equipment connects with the device.

The line of bearing indicates the direction of the device, and the color of it represents the signal strength.
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@,

Click to zoom to the current location of the field unit on the map.
UE estimated distance

Select to display a colored circle on the map that represents the device's estimated distance from the field unit. This, along with the line

of bearing can help you identify the location of the device.
|
C!J
Click to open the device's estimated location on Google Maps. If the icon is:
* red, the equipment is connected to the device and the location shown is the device's current location.

* gray, the equipment is not currently connected to the device and the location shown is the device's last known location.

i

Click to center the map on the device's estimated location. The location is displayed on the map using this same icon. If the icon is:
¢ red, the equipment is connected to the device and the location shown is the device's current location.

* gray, the equipment is not currently connected to the device and the location shown is the device's last known location.

o)

Click to switch on and off the audible beep which occurs when the equipment captures a silent call indicating that it is connected to the

device.

3.4.5 Field unit color dialog box

The Field unit color dialog box allows you to select the color you want the field unit's marker and trail displayed in, on the map. This
color is then applied to the selected field unit throughout your account. Therefore if you change the color, it will also change for all users

and in all cases.

Feld unit color
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3.4.6 Field units dialog box

——
—

The Field units dialog box is opened by clicking Units on the GATA panel on page 30. The field units listed are either GAR and GATA

units, Bluetooth GPS Cradlepoint units, and Over-The-Air units that have been selected on OSS-ESPA's Sentinel screen by the monitor

for your case; that is the case you currently have selected on the Case Settings dialog box on page 37.

This dialog box also allows you to open the Field unit color dialog box on page 40 and the Unit settings dialog box on page 44

which allow you to select how the field units and their data are displayed on your map. You can set not only the appearance of your field
unit on your map but also that of other personnel's field units.

NOTE: Any changes you make to a field unit's settings will also change for all GATA and OSS-ESPA users, and in all cases.

Feld units

Name Color  Settings

UNIT307 [ |
GATA1 B
NYXCELL

GATA2

UNIT320

v Apply the date to all selected units?

021572022 12:27 Jik @)

0K

Color

Click on a field unit's color to open the Field unit color dialog box on page 40. This dialog box allows you to select which color you
want the field unit's location and trails displayed in on the map. This color is then applied to the selected field unit throughout your

account. Therefore if you change the color, it will also change for all users and in all cases.
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#Settings

Click to open the Unit settings dialog box on page 44. This dialog box allows you to configure which campaign date is displayed and

how the field unit data is displayed on the map.
Apply the date to all selected units?

By default this is set to the current date, however if you have a specific campaign date you want used for all the field units then select the
date and time of the campaign. Note, this setting overrides any date you have selected in an individual field unit's Campaign date on

page 44.

3.4.7 GATA Views dialog box

The GATA Views dialog box is opened by clicking ¥igws on the GATA panel on page 30. It allows you to define which views you want

displayed on the GATA field unit tabs. Currently only the Direction finder is implemented, for further information refer to the Direction

finder pop-up on page 38.

GATA Views

~ W cATA

Direction finder

Equipment Hardware Configuration

IMSI Search List

Unit location content

IMSI active content

Radio status content

Found content
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3.4.8 Read GPS from external device dialog box

The Read GPS from external device dialog box is opened by clicking Extemal GPS on the GATA panel on page 30. It allows you to

give GATA access to your current location when you do not have a GAR unit or an Over-The-Air unit. This location data is then displayed
on the GATA map and on OSS-ESPA's Sentinel screen, where your movements can be monitored. This allows you and other
personnel, to determine your position relative to a point of interest, such as a location or a suspect. It allows all personnel using GATA to
monitor areas you are searching, which means it is easier for monitors to direct personnel to useful search areas and avoid multiple

personnel searching the same areas.

To use an external GPS device you must use this dialog box to select the USB port that the GPS device is connected to, for example
your phone. Both USB and bluetooth GPS are supported. If you are using a phone you must also ensure it does not lock. Once you have

started the tracking, your location is updated on both the GATA map and on OSS-ESPA's Sentinel screen every second.

If you require information on using an external GPS device refer to Using an external GPS device on page 24.

Read GPS from external device

COM Port:
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3.4.9 Unit settings dialog box

The Unit settings dialog box allows you to configure which campaign date is displayed on the map, and what icon style is used for the
unit.

In addition, if it is a GATA field unit, then you can also define whether or not the signal color is displayed on the map, and if an icon is

used to display the signal rather than a solid line. You can also select to display the location and appearance of the Direction finder

pop-up.

NOTE: After any changes are made you must refresh your browser for them to be displayed.

Unit setfings - NYXCELL

Campaign date:

G = ©

Use transparent background in
direction finder window

v Apply signal strength in route

¥ Floating direction finder window

LInit icon:
Tcon 1 (Default) ~Q

Signal icon:
Tcon 1 (Default) ~@

Campaign date

If you have a specific campaign date for the field unit that you want displayed on the map then select the date and time of the campaign.

Note, if you have a date selected in Apply the date to all selected units? on page 42 then that overrides this setting.
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Use transparent background in direction finder window
This setting is only available when the field unit type is GATA.

Click to display the Direction finder pop-up on page 38 with a transparent background. This allows you to maintain visibility of the

map.
Apply signal strength in route

This setting is only available when the field unit type is GATA.

Select if you want to display the signal strength color on the signal trail.
Floating direction finder window

This setting is only available when the field unit type is GATA.

Select if you want to allow the Direction finder pop-up to move over the entire Software description on page 25. If this is not selected

then the Direction finder pop-up is limited to moving within the field unit tab on the GATA panel on page 30.
Unit icon

Select which icon you want used to display the field unit on the map.

Signal icon

This setting is only available when the field unit type is GATA.

If you want to use an icon to display the signal trail then select one from the available options.
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