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1 Overview of the GAR

The Gladiator Autonomous Receiver (GAR) collects cellular coverage data remotely and autonomously for all cellular operators,

technologies and frequency bands.

Cellular coverage data provides evidence of the whereabouts of a suspect or victim’s cellular phone at a given time. It has been used as

expert witness testimony in thousands of high profile cases.

Investigators can also use cellular coverage data to find missing persons, fugitives, bodies, and weapons, with greater accuracy than

using call detail records and tower data alone.
The GAR unit is small and portable enough to be installed in a vehicle, boat, aircraft, all-terrain vehicle (ATV) or deployed on foot.

The GAR unit uploads the data into the One System Solution Enterprise Sensor Processing and Analytics (OSS-ESPA) application.
OSS-ESPA analyzes call data records, tower data files, and cellular coverage data, and produces scientifically accurate tower coverage

maps.
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1.1 Features

The GAR unit supports multiple cellular technologies and frequency bands.

For further information, refer to Specifications on page 95.

The GAR unit has the following additional features:

Portability: the GAR unit with suitcase is portable enough for personnel to conduct missions on foot and to travel with, both by

car and commercial aircraft.
Rugged construction: the GAR unit is built to high standards of vibration and shock specification.
Hot-swappable batteries: change the batteries while the GAR unit is powered on.

Intuitive and adaptable user interface: the GAR unit is operated through a browser-based interface, on a mobile device such as
a tablet. Users can adapt the interface for their ease and convenience. The GAR unit displays collected data as easy-to-read

maps, graphs or tables.
Scanning of WiFi networks: the GAR unit scans WiFi networks in the following modes:
* A/B/G/N/AC: the GAR unit scans WiFi 802.11 A/B/G/N/AC technologies with a sample rate of 2 seconds.

¢ MIMO 2x2: the GAR unit scans WiFi 802.11 A/B/G/N technologies for MIMO 2x2 networks with a sample rate of 15

seconds.

The GAR unit can identify the MAC addresses of stolen devices during collection.

The GAR unit is supplied with the following accessories:

Power adapter and cable

Radio frequency antenna

GPS antenna

Indoor WiFi antennas (optional)

Outdoor magnetic WiFi antennas (optional)
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1.2 OSS-ESPA cloud

After data has been collected with a GAR unit, it is uploaded to the One System Solution Enterprise Sensor Processing and Analytics

(OSS-ESPA) application for analysis.

The GAR unit provides two options for upload of data to OSS-ESPA:
¢ Upload the data to OSS-ESPA as it is collected.
* Save the data to the GAR unit’s disk and upload it later.

OSS-ESPA analyzes the data collected from a number of different GAR units, and outputs the results in the form of tables, maps and

graphs.

If you set the GAR unit to upload continuously, you can access the OSS-ESPA application through your browser to see the data being

analyzed and preview the results.
You can configure the GAR unit to automatically search for phones on a list of stolen devices while running a collection.

Upload a list of stolen devices to OSS-ESPA, and OSS-ESPA updates the GAR units automatically with the list. If the GAR unit detects

a stolen device, it alerts the GAR user and flags the location of the device on the Map screen.
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1.3 Drive tests

A drive test is the collection of cellular coverage data using the GAR unit as you cross the required search area on foot or by car.

» To start a campaign, run a collection in Start a new collection and discovery (new campaign) mode. This allows you to

discover the operators, technologies, and frequencies in an area while collecting cellular coverage data.

* Torun a collection as part of an existing campaign, run the drive test in Start collection and discovery using last
configuration. This allows you to use the drive configuration of the previous collection, while also scanning for new operators,

technologies, and frequencies and adding these to the configuration.

* Torun a collection using only the operators, technologies, and frequencies discovered in the previous drive, run the drive test in

Start collection using last drive configuration.

To ensure that your collection data is accurate, run a new collection in Start a new collection and discovery (new
campaign) mode each time you are collecting data in a new location. Do not use the drive configuration from a collection which

is more than one month old.
* The GAR unit uploads the collected data to OSS-ESPA for analysis.

Running collections as part of a campaign allows you to analyze the results in combination with the results of other collections

in OSS-ESPA, to produce more detailed and accurate data.

A campaign is a number of different collections of cellular coverage data over the course of several days, using the same drive

configuration.
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1.4 Notifications
The GAR unit uses a status icon in the GAR user interface to show the unit’s receiver status.

e Idle
No discovery or collection is running on the GAR unit.
When you open the GAR user interface, the drive run wizard home page is displayed.

* Collection
The GAR unit is running a cellular coverage data collection.
When you open the GAR user interface, the Map screen is displayed.

* Autonomous

The GAR unit is set to perform a discovery scan and a collection at the same time. It runs a collection on operators,

technologies, and bands as soon as it identifies them.
When you open the GAR user interface, the Map screen is displayed.
* No RX Connection

This indicates that the GPS has frozen. To resolve this, check the integrity of your GPS antenna including the connection

before restarting.
The GAR unit displays the navigation mode in the GAR user interface.
You can set the navigation mode to one of the following:
* GPS
* Indoor
* Indoor+GPS

For further information, refer to Logs and Settings on page 92.
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1.5 Software overview

You can operate the GAR unit from a mobile device such as a tablet using the GAR user interface.

If the GAR unit is set to upload data continuously via MiFi, the mobile device connects locally to the unit allowing you to access the GAR

unit through a browser on your device.

Remote access to the GAR unit requires a remote access license from Gladiator Forensics to allow access over a VPN connection.
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1.6 About Gladiator Automated Target Acquisition (GATA)

GATA is a solution that integrates with a variety of Over-The-Air (OTA) equipment manufacturers and is designed to integrate real time
call and location information from a variety of sources, such as T3, PRTT, GPS pings, GPS tracker, OTA truck location, into one screen
while simultaneously configuring the OTA equipment automatically and seamlessly, creating optimal parameters to conduct a real-time
tracking mission.
1.6.1 Key Features

* Provides a true one-screen solution for real-time tracking missions

* Integration of historical analysis, real-time intercept, and GPS data

* Displays OTA silent call response

* Notification when target device is on active voice or data session

* Target number identifier change detection and alert

* OTA GPS breadcrumb trail, target device RSSI, peak power location identification

* Ability to see the communications technology the target is using (2G, 3G, 4G, 5G or Wi-Fi)

* Visualization of neighboring cell sites

* Real time visualization of target phone location (cell site location/sector/azimuth, carrier GPS, handover events, location of

OTA equipment, real-time RF survey data)
¢ Real-time blue force tracking
¢ Real-time public records search on all calls made or received

* Pattern of life analysis (best day/time for mission, idle times, first/last sectors, frequency by hour)
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1.6.2 Key Benefits

GATA is the only Over-The-Air (OTA) enhancement, designed to work with multiple OTA products, which is purpose built to
monitor live data and configure the OTA equipment to the best parameters to locate the device

2401-0302-23200x-09




GAR User's Guide 1 Overview of the GAR

* GATA s designed to identify the new 5G Subscription Concealed Identifier (SUCI) and automatically update the OTA

equipment configuration when a new one is generated
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2 Operations

The GAR unit allows you to perform a range of operations to collect and manage drive data and run analyses, while GATA provides real-

time tracking.
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2.1 Collections and discoveries

The GAR unit allows you to perform a range of operations to collect and manage drive data.

2.1.1 Start a new collection and discovery (new campaign)

Using the GAR unit, you can start a collection while simultaneously running a discovery scan for new operators, technologies, and

bands.

If you are starting a collection in a new city or location, then you should start a new campaign. This is so that the GAR unit can detect all

the local channels in the new location.

If the distance between the locations of the previous drive and the new drive is greater than 50 kilometers (31 miles), then the GAR unit

automatically starts a new campaign.

1. Power on the GAR unit, and connect to it using the tablet Ul.

View Wizard Setup | . | Logs and Settings

O Start a new collection and discovery (new campaign)

@ Start collection and discovery using last drive configuration

@ Start WiFi only collection

@ Start collection using last drive configuration

Choose mode ESPA case info selection

2. Inthe Startup tab's Choose mode screen, select Start a new collection and discovery (new campaign) and click Next.

The Startup tab's ESPA case info selection screen opens.

2401-0302-23200x-09
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Choose mode Status: Discovery Logs and Settings

Select case information exported in ESPA to be displayed in the Map background:
Last 7 days

@ Case 2722_TM)
& Case 2722_Sprint
O Case XYZ

o Case R2D2

o Case C3PO

Start Collection

ESPA case info selection

3. Use the drop-down and checkboxes to select any cases from which you would like to display information in the map layer of the

collection results. Note, during a collection, if required this can be changed by clicking

4. The GAR unit will stop searching for operators, technologies, and frequencies after the discovery duration timer expires.

You can set the Discovery Duration timer in Logs and Settings > Current configuration. If the timer is set to 0, the GAR

unit runs the discovery scan continuously.
5. Click Start Collection.

The GAR unit starts the collection with discovery.
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2.1.2 Start a collection and discovery using the last drive configuration

Using the GAR unit, you can use the results of the previous drive configuration to run a cellular coverage data collection. In this mode
the previous discovery is used and only new channels that are discovered are configured. The drive trail breadcrumbs of the previous

drive are also displayed on the map.

As it runs the collection, the GAR unit continues to scan for new operators, technologies, and bands and includes them in the collection.

1. Power on the GAR unit, and connect to it using the tablet UI.

View Wizard Setup | - | Logs and Settings

© Start a new collection and discovery (new campaign)

@ Start collection and discovery using last drive configuration

@ Start WiFi only collection

@ Start collection using last drive configuration

Choose mode ESPA case info selection

2. Inthe Startup tab's Choose mode screen, select Start collection and discovery using last drive configuration and click

Next.

The Startup tab's ESPA case info selection screen opens.

Choose mode Status: Discovery ‘ Logs and Settings

Select case information exported in ESPA to be displayed in the Map background:

Last 7 days

@ Case 2722_TM)
& Case 2722_Sprint
O Case XYZ

o Case R2D2

o Case C3PO

Start Collection

ESPA case info selection

2401-0302-23200x-09
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3. Use the drop-down and checkboxes to select any cases from which you would like to display information in the map layer of the

collection results. Note, during a collection, if required this can be changed by clicking -

4. The GAR unit will stop searching for operators, technologies, and frequencies after the discovery duration timer expires.

You can set the Discovery Duration timer in Logs and Settings > Current configuration. If the timer is set to 0, the GAR

unit runs the discovery scan continuously.
5. Click Start Collection.

The GAR unit starts the collection with discovery.
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2.1.3 Start WiFi only collection

Select to run a WiFi only collection, if you are only interested in collecting information about detected WiFi-enabled devices, for example

cell phones and laptops, which are connected to a wireless access point.

1. Power on the GAR unit, and connect to it using the tablet Ul.

View Wizard Setup Status: Idle Logs and Settings

© Start a new collection and discovery (new campaign)

@ Start collection and discovery using last drive configuration

@ Start WiFi only collection

@ Start collection using last drive configuration

Choose mode ESPA case info selection

2. Inthe Startup tab's Choose mode screen, select Start WiFi only collection and click Next.

The Startup tab's ESPA case info selection screen opens.

Choose mode Status: Discovery ‘ Logs and Settings

Select case information exported in ESPA to be displayed in the Map background:
Last 7 days

@ Case 2722_TM)
& Case 2722_Sprint
O Case XYZ

o Case R2D2

o Case C3PO

Start Collection

ESPA case info selection

3. Use the drop-down and checkboxes to select any cases from which you would like to display information in the map layer of the

]
collection results. Note, during a collection, if required this can be changed by clicking
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4. The GAR unit will stop searching for operators, technologies, and frequencies after the discovery duration timer expires.

You can set the Discovery Duration timer in Logs and Settings > Current configuration. If the timer is set to 0, the GAR

unit runs the discovery scan continuously.
5. Click Start Collection.

The GAR unit starts the collection with discovery.
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2.1.4 Start a collection using the last drive configuration

The GAR unit allows you to use the results of a previous drive configuration to run a cellular coverage data collection.

1. Power on the GAR unit, and connect to it using the tablet Ul.

View Wizard Setup |Z| Logs and Settings

O Start a new collection and discovery (new campaign)

@ Start collection and discovery using last drive configuration

@ Start WiFi only collection

@ Start collection using last drive configuration

Choose mode ESPA case info selection

2. Inthe Startup tab's Choose mode screen, select Start collection using last drive configuration and click Next.

The Startup tab's ESPA case info selection screen opens.

Choose mode Status: Discovery ‘ Logs and Settings

Select case information exported in ESPA to be displayed in the Map background:
Last 7 days

@ Case 2722_TM)
& Case 2722_Sprint
O Case XYZ

o Case R2D2

o Case C3PO

Start Collection

ESPA case info selection

3. Use the drop-down and checkboxes to select any cases from which you would like to display information in the map layer of the

—
collection results. Note, during a collection, if required this can be changed by clicking
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4. Click Start Collection.

The GAR unit starts the collection.
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2.1.5 Switch between GPS and indoor collection

If you are running a collection in a location and the GAR unit no longer receives a GPS signal, you can manually enter the coordinates of

one or more locations on your collection route. This allows the GAR unit to keep recording location information with the collection data.

For example, you might need to switch between Indoor and GPS navigation modes if you are running a walk-test in a building with

open-air areas, such as a sports stadium or shopping concourse.

1. Power on the GAR unit, and connect to it using the tablet UI.

View Wizard Setup | - | Logs and Settings

© Start a new collection and discovery (new campaign)

@ Start collection and discovery using last drive configuration

@ Start WiFi only collection

@ Start collection using last drive configuration

Choose mode ESPA case info selection

2. Foranindoor collection, while in Idle status, navigate to Logs and Settings > Current configuration.
Note, if you are not in Idle status, click Stop at the top of the screen.

3. Change the Navigation mode to Indoor+GPS, then click Save settings.

4. Click the View tab, select Map, then select the Indoor or GPS options as required for the collection, using the and %

toggle buttons respectively.

5. Enter the coordinates of a location on your collection route by clicking the location on the map.
The Update coordinates dialog opens.

6. If necessary, change the Latitude and Longitude in the dialog.

7. Inthe Alias field, enter a term which describes the data you collect at these coordinates, for example First floor. Click

Update.
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The GAR unit updates your indoor location with these coordinates. The GAR unit also creates a new file, using the Alias as the

filename, and saves the data you collect in this file.

8. Repeatsteo 5, step 6 and step 7 to record multiple indoor locations and floors as you move around during the indoor collection.
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2.1.6 Review collection information
You can review the results of a cellular coverage data collection as the data is being collected.
The View tab allows you to select six different screens, which displays the collection data in the following formats:

* Map: displays a map of the search area. Use this screen, for example, to see the collection route and the case data location, to

be sure you are collecting data in the right location.

* Graph: displays a graph showing the signal strengths of the frequencies being scanned. By default the overview is displayed.
The Graph screen also displays graphs of the results of specific operators, technologies, and bands. Access these options
using g from the icon in the upper left corner.

* Grid: displays a table of all the bands for which the collection scans, with their associated operators and technologies.

Use this, for example, to see an overview of all the data being collected.

* Network Info: displays data and decoded messages for which the source has been identified
For further information, refer to Network Info on page 87.

* Device info: allows you to view the results of detected WiFi-enabled devices.

For further information, refer to Device Info on page 88.
* Summary: this screen opens when the collection is finished.

For further information, refer to Summary screen on page 91.
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2.2 Run an analysis

The GAR unit allows you to run different types of analyses on the cellular coverage data gathered during a collection drive or a discovery

scan.

2.2.1 MCLA

Using the GAR unit, you can run an MCLA (Most Common Least Attractive) analysis to collect cellular coverage data and determine the

best possible configuration to use when setting up a Base Station Emulator.

An MCLA analysis searches the neighbor list of all the serving cells in the required area for the most common channels or codes

broadcast, and identifies the channel or code with the lowest signal level.
1. Onthe Map screen, use the drawing tools to draw a polygon, and save it to the GAR unit.
The polygon indicates the area to be analyzed. This area can be up to 200 square miles in size.
2. Ensure that the GAR unitis in Idle mode.

If the GAR unit is in Collection or Autonomous mode, click Stop which is displayed at the top of all screens.
3. Click i to configure options for an MCLA analysis.

The Most Common Least Attractive Analysis pop-up is displayed.
4. Select one or more of the following input criteria:
* Use polygon boundary: select a saved polygon
¢ Use timespan: define Start and End times
* By default, MCLA uses the campaign dates and collection times.
* Limit operators: Specify operators to include in the analysis, excluding all others
* Limit technologies: Specify technologies to include in the analysis, excluding all others

By default, MCLA analyzes all operators and frequencies.

5. Click Run.
The MCLA analysis is queued in the Analysis screen.
When the analysis is complete, click Show to view the results.
6. CIickH to export the data in a .csv format.
You can access previous MCLA analyses from the Analysis screen.

For further information, refer to Analysis on page 90.
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2.2.2 Base Station Location

If you do not know the location of cell towers in the area, you can run a GAR base station analysis to estimate the location of a base

station broadcasting a specific signal.

1. Onthe Map screen, click

The Base Station Analysis pop-up is displayed.
2. Selectone or both of the following input criteria:
* Operators: Specify operators to include in the analysis, excluding all others.
* Technologies: Specify technologies to include in the analysis, excluding all others
By default, the GAR unit performs a base station analysis using all operators and technologies.
3. Click Run.
The base station location analysis is queued in the Analysis screen.

The analysis runs in real time . As the GAR unit runs the analysis, it displays the located Base Stations on the Map screen. The GAR

unit updates the locations as it receives more data.

You can save the analysis result and reopen it later. You can access previous Base Station Location analyses from the Analysis

screen.

For further information, refer to Analysis on page 90.

2.2.3 Snapshot analysis

If you want to identify which cell towers are in a specific area, you can run a GAR snapshot analysis to identify them.

1. Onthe Map screen, click
The Snapshot type pop-up is displayed.
2. Selecteither:

* Current Location: select if you want the map's current central location used as latitude and longitude for the snapshot

analysis.
* File: select if you want to select specific GAR data files to be used for the snapshot analysis.
3. InLocation Name enter a name for the snapshot analysis.

4. InPeriod select the time period over which you want the snapshot analysis performed. You can either select from a variety of

predefined ranges, such as the last 12 hours, or select custom which allows you to specify a Start and End date.
5. In Buffer enter the distance around the location that you want analyzed.

6. Selectone or both of the following input criteria:
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By default, the GAR unit performs a snapshot analysis using all operators and technologies.

Click Run.

The snapshot analysis is queued on the Analysis screen.

Operators: Specify operators to include in the analysis, excluding all others.

Technologies: Specify technologies to include in the analysis, excluding all others

You can view the results on the Analysis screen once the Progress column displays Execution is finished. Toview

the result, click Show. The results open on a new browser

tab.

Examples of the results screen are shown below: In the results you can:

* Click Export csv file to export the results for use

Sprint (Click here to view details

Technologies: COMA. LTE

Total Channels by Technology: CDMA - 3 Cha
Cell Ids by Frequency: 862 Mhz - 2 Cells, 866 Mhz -
Total Distinct Cell Ids: 24

Click here to view details)
Technologies: LT¢
Total Channels by Technology: T¢

4 Channels
Cell Ids by Frequency: 644 Mhz - 1 Cell, 731 Mhz - 1 Cell, 1940 Mhz - 1 Cell, 2145 Mhz - 1 Cell
Total Distinct Cell Ids: 4

the neighboring cells.

elsewhere.

Snapshot TBI Test

Filters.

R EE Latitude: 2525399
89

/18/2021 10:35 AM - 1/20/2021 1035 AM
Operators: SprintT-Mabile
Technologies: COMA,LTE

Map data ©2021

Snapshot Findings

s, 1982 Mhz - 4 Cells, 1983 Mhz - 4 Cells, 1990 Mhz - 1 Cell, 2518 Mhz - 1 Cell, 2628 Mhz - 1 Cell, 2660 Mhz - 4 Cells, 2680 Mhz - 4 Cells

Click the operator link to expand the results and view the detail in a tabular format. This table also allows you to view
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Snapshot analyses are also automatically exported to ESPA, where you can review them on ESPA's Analysis center screen.

D
Map data ©20;

Snapshot Findings

Technologies: COMA. LTE
Total Channels by Technology:  CD) s LTE- 6 Channels

CellIds by Frequency: 862 Mhz - 2 3 Cells, 1982 Mhz - 4 Cells, 1983 Mhz - 4 Cells, 1990 Mhz - 1 Cell, 2518 Mhz - 1 Cell, 2628 Mhz - 1 Cell, 2660 Mhz - 4 Cells, 2680 Mhz - 4 Cells
Total Distinct Cell Ids: 24

Operator  Technology ~ Frequency  Channel  Cell ID Code TAC  LAC Neighbors  MinQuality ~ AvgQuality ~ MaxQuality  Std. DevQuality MinPower  AvgPower  MaxPower  Std.DevPower
Sprint COMA 862 Mhz 476 2557 257 NA L NA ey 1150 832 643 083 -86.13 8365 8207 072
Neighbor Technology Neighbor Id Type  Neighbor 1 Neighbor 2 Neighbor 3 Neighbor 4 Neighbor 5 Neighbor 6 Neighbor 7 Neighbor 8 Neighbor 9 Neighbor 10
coMA 476 Intra 240 243 9 17 30 291 14 36 348 213

Sprint comA 862 Mhz 476 2556 17 NA 1982 1318 999 126 9420 -88.44 8548 122

Sprint COMA 862 Mhz 476 2556 1M NA 1992 -13.18 999 126 -9420 -88.44 8548 122

Sprint e 266 Mhz 8763 99147803 22 33842 REE 772 7.6 031 10273 -101.46 10079 040

Sprint 13 866 Mhz 8763 99147801 251 33882 -18.16 1783 1749 020 10221 -10166 -101.10 032

Sprint i3 866 Mhz 8763 99160601 97 3382 NA yiew -2053 -19.81 -1845 038 -10409 -103.60 10253 028

Sprint coMA 1982 Mhz 1050 3556 17 ONA NA 3727 -15.28 680 421 12758 10332 -9492 453

Sprint comA 1982 Mhz 1050 3557 237 NA L NA 3799 1536 628 458 12582 -103.43 9332 448

Sprint COMA 1982 Mhz 1050 3556 M ONA NA e 3727 -15.28 680 421 -127.58 -10332 9492 453

Sprint coMA 1982 Mhz 1050 3554 30 NA  NA ew 3643 1745 1033 395 125,09 -105.42 -98.00 281

Sprint COMA 1982 Mhz 1050 3562 348 NA L NA 3511 1877 -1087 372 12108 -107.13 -101.55 313

Sprint COMA 1983 Mhz 1075 3556 M7 ONA - NA e 1551 121 905 243 -105.28 -101.49 99,19 214

Sprint COMA 1983 Mhz 1075 3554 30 NA  NA  iew -37.48 1852 -938 488 12701 -107.91 -98.15 481

Sprint comA 1983 Mhz 1075 3556 M ONA NA e -1551 121 906 243 -105.28 -101.49 99.19 214

Hover over the total channels per technology to view the frequency channels.

m Snapshot TBI Test

Location Filters

T 53¢
CAPRON RIDGE OF SUNTREE Lnitude: 20253991

Longitude: 80698912
Buffer: 500 meters

Period: 1/18/2021 10:35 AM - 1/20/2021 10:35 AM
Operators: Sprint T-Mobile

Technologies: COMALTE

(Google Map data ©2021

Snapshot Findings

Serint (Click here to view detai

Technologies: COMA, LTE
Total Channels by Technologh: DI, annels  ITE - 6 Channels
Cell Ids by Frequency: 862 Mffg - 2 Calls, 866 Mhz - 3 Cglls, 1982 Mhz - 4 Cells, 1983 Mhz - 4 Cells, 1990 Mhz - 1 Cell, 2518 Mhz - 1 Cell. 2628 Mhz - 1 Cell, 2660 Mhz - 4 Cells, 2680 Mhz - 4 Cells
Total Distinct Cell Ids: 24

T-Mobile (Click here to view details

Technologies: LTE
Total Channels by Technology: LT¢ - 4 Channels

Cell Ids by Frequency: 644 Mhz - 1 Cell 731 Mhz - 1 Cell, 1940 Mhz - 1 Cell, 2145 Mhz - 1 Cell
Total Distinct Cell Ids: 4

For further information refer to the OSS-ESPA Help.

2.2.4 Plotting collected cell coverage data on the map

Samples

2747

8237
8237
2118
a6
2154
15780
388
15780
232
404

13304

13304

The Cell coverage analysis allows you to plot cell coverage data on the map. You can choose which data you want to plot. You can

select the data collection files you want to use and which operators and technologies. You can then choose the cells you want to plot,

and whether the data you plot is based on cell id, quality or power.

1. Onthe Map screen, cIickE.

The Cell coverage pop-up is displayed.

2401-0302-23200x-09
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2. Onthe Data selection tab you must select the cell coverage data you want to display.

a. InPeriod select the time period for the drives that you want to display the cell coverage of. This filters the drive data

files that are displayed in Files.

You can either select from a variety of predefined ranges, such as the last 12 hours, or select custom which allows you

to specify a Start and End date.
b. InFiles select the drive data files of interest.
c. InOperators and Technologies select those that are of interest.
d. Click Data Plot to display the cell coverage data on the map.

3. How the cell coverage data is plotted depends on what you have configured on the Data Plot tab. If you want to display the

data differently, click the Data Plot tab.
a. InPlot Settings, select:
* By Quality
e ByCellID
* By Power
b. In Signal Strength, select the number of servers you want the data displayed for depending on their strength.
c. Select GPS Trail if you want the drive route displayed.
d. Click Refresh to update the plotted cell coverage data.

4. If you would like the cell coverage legend displayed on the map in your preferred location then click Legend and drag it from the

Cell coverage dialog box and drop it in your preferred location.

5. You can also use the cell coverage legend to change the color, opacity and size used to plot the data on the map. To do this

click the cell color circle in the Legend to open the Cell settings dialog box. This dialog also allows you to apply the opacity and

size to all.

Cell 181248941 Settings

# FOEGEC .
230 L2

1ﬂ20304050507oan90100
< v
10 20 30 40 50 60 70 80 90 100

Apply opacity to all?

Apply size to all?

Save = Cancel
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2.3 Select elements to surveil

The GAR unit allows you to select cells and WiFi networks to monitor in real time.

The GAR unit displays information collected about elements under surveillance on the Network info screen, and on the Map screen.

This makes it easier for you to monitor information and keep track of element location.

The GAR unit displays additional information collected about devices under surveillance in the Device Info screen.

1.

Click the View tab and select the Network Info screen.

The Selection panel displays the available cells and WiFi networks in a tree view of operator, technology, frequency, channel,

and cell.

For further information, refer to Network Info on page 87.

CIickD to select the time-frame in which data about the element was first collected by the GAR unit.

To select an element from the tree view, navigate the tree in the Selection panel and select the check box for the required

element.
The element is added to the Selected tab of the Surveilled elements panel.
Specify an additional element to surveil:
* To specify an additional cell, select Cellular and choose the operator from the drop-down.
* To specify an additional WiFi network, select Wifi and choose the required band from the drop-down.

The element is added to the Selected tab of the Surveilled elements panel, and displayed in a layer on the Map screen.
To configure the GAR unit to search for elements matching specified criteria, click O\ .

The Surveilled elements input dialog opens.

* To enter search criteria for a cell from an OSS-ESPA case, select Cellular - Espa Case Inputs then select the OSS-

ESPA case.
* To enter search criteria for a cell manually, select Cellular - User Inputs and use the drop-downs and fields.
* To enter search criteria for a WiFi network manually, select Wifi - User Inputs and use the drop-downs and fields.
Click OK.

Any element which matches the search criteria is added to the Search tab of the Surveilled elements panel, and displayed in

a layer on the Map screen.

To delete elements from the tabs in the Surveilled elements panel, do one of the following:
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To delete a single element, select the element then click X .

* Todelete all elements, click ‘( .

The GAR unit automatically searches for devices which match the list of stolen devices from OSS-ESPA, and displays these in

the Stolen devices tab of the Surveilled elements panel.

For further information, refer to OSS-ESPA cloud on page 3.

2401-0302-23200x-09 28
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2.4 Assigning GAR to the WiFi network for the first time

1. Disconnect the network cable shown below, then connect a network cable from this port to your computer.

2. Onyour computer, open the Network Connections window and assign the local IP address for the port you are connected to.
To do this:

a. Inthe Wi-Fi Properties dialog box, highlight Internet Protocol Version 4 (TCP/IPv4), then click Properties.
The Internet Protocol Version 4 (TCP/IPv4) dialog box opens.

b. Select Use the following IP address, then in IP address enter the address for the port you connected to which is
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192.168.20.20.

Right-click Ethernet
then select Properties.

then select Properties.

Highlight

& Network
4 /& « Net.. > Network Connec... > Vi v Search Nel Connections »p
Organize ~ Disable this network device Diagnose this connection Rename this connec View status of this connection Change settingd of this connection =- O 0
— Bluetooth Network Connection - Cisco AnyConnect Secure - Ethernet 2 — Hathachi
% Not connected &! Mobility Client Connection &g Unidentified network &! FiOB-13NZI-5G_5GEXT 3
X Bluetooth Device (Personal Ar. Unidentified network dg Realtek USB GbE Family Contr. 4 LogMeln Hamachi Virtual Eth
r— Wi-Fi
% FiOS-13NZI-5G_5GEXT =
Marvell AVASTAR Wireless-AC. ¥ Ethernet 2 Prgperties
Internet Protocol Version 4 (TCP E t 9 Shaing
e Comectusing
General n r
P Reaktek USB GbE Family Controller
coreed 192,168.20.20 -
this capability. Otherwise, you ni = L] L] -
for the 1P settings.
This ises the following items:
(O Obtain an IP address automatically E3 Clent fof Microsoft Networks ~
® Use the following IP address: T File and|Printer Sharing for Microsoft Networks
005 Paket Scheduler
P sddres: 2 ntemet Protocol Verson 4 (TCP/IPvé)
Subnet mask: 255.255.255. 0 ol PRTCBIT TUEKWOIR, FTEREN TR ocol
4. Microsoft LLDP Protocol Driver
Default gateway: :l M . Intemet Protocol Version 6 (TCP/IPv6) v
< >
Obtain DNS server address automatically
Install Uninstall

(@ Use the following DNS server addresses:

N e
Altemate DNS server: L. - 1
Sitems 1 item selected [Jvalidate settings upon exit

Advanced...

o cone

I Properties |
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

Cancel

3. Onyour computer, open the Remote Desktop Connection.

a. In Computer enter 192.168.20.1.

b. In User name enter Gar, and for the password enter gar. You can select to save the connection so that you do not

need to enter the these details in the future.
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4. Once logged into your GAR unit click ﬁ on your computer's taskbar to assign the Wi-Fi Network.

Click Connect.

8> Rernote Desktop Connection —

| Remote Desktop
“>¢) Connection

General  Digplay Local Resources Experience Advanced

Logon settings
. L Enter the name of the remote computer.
[

Computer: 192168 20 1

User name: |Gar|

You will be asked for credentials when you connect.

[ ] Allow me to save credertials

Connection settings

Save the cument connection settings to an ROP file or open a

| saved connection.

Save Save As. . Open...

[~ Hide Options

Help

: 15:45
7 L) ENG Eg

s

12/0472021

Ensure you select Connect Automatically so that in the future when your GAR unit is powered on it automatically connects to

this network if available.
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) VodafoneConnect92596319
Connected

8 VodafoneConnect92596319_EXT

Secured

E Connect automatically

HP-Print-4F-Officejet Pro 8610
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2.5 Exporting GAR files to an external tool

This topic explains how to export your GAR unit's .gtz files to use in an external tool. It also explains how to cancel, delete and view the

status of an export request.

1. Onthe Map View, click "= onthe right of the map.

E] Logs and Settings

2. Click to open the Rover tab.

ESPA Layer Analysis Setti

Period: last 24 hours ¥

™ Datalog_20240110_061634
Datalog_20240110_054940
Datalog_20240110_052344
Datalog_20240110_045802
Datalog_20240110_043201
Datalog_20240110_040555
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3. InPeriod, select the time range in which the drive was performed. This filters the results that are displayed in Files, making it

easier for you to locate the files you want to export.

ESPA Layer

Period: last 48

last hour 1180_061634
last 6 hours 11§0_054940
last 12 hours 1180_052344
last 24 hours 1180_045802
last 48 hours 11§0_043201
last week 11§0_040555
custom

4

4. InFiles, use the check-boxes to select which files you want to export, click Export, then click OK.

ESPA Layer Analysis Settings Rover
Period:

DataLog_20240110_061634
DatalLog_20240110_054940
DataLog_20240110_052344
DatalLog_20240110_045802
DatalLog_20240110_043201
DatalLog_20240110_040555

2

5. Click the Analysis tab at the bottom of the map to download and manage the export.

Map View Grid View Graph View Network Info RF Spectrum .
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6. On the Analysis tab, the Type column displays as ROVER for an export. Click Download to export the file, which you can then

import into an external tool.

View " Wizard Setup
Type Decription
ROVER
ROVER
ROVER
ROVER
ROVER
SNAPSHOT
MCLA

By files

Auto-Update "Rerroen

Map View Grid View

Graph View

Name

Rover Export 2024-01-10 06:50...
Rover Export 2024-01-10 06:50...
Rover Export 2023-12-15 15:56...
Rover Export 2023-12-15 15:30...
Rover Export 2023-12-15 15:19...

100 Rialto 2023-10-23 05:29:51
MCLA 2023-10-23 05:27:51

Network Info

Status

Queued
Running
Warning
Success
Success
Success

Success

RF Spectrum

Progress Result

Extracting file Dat...

Completed with W... One or more files ..

Execution is finished | Success
Execution is finished | Success
Execution is finished | Success

Execution is finished | Success

Analysis

Note, the export also has three other buttons:

Status: Autonomous

Requested
2024-01-10 06:50:31
2024-01-10 06:50:01
2023-12-15 15:56:37
2023-12-15 15:30:45
2023-12-15 15:19:42
2023-10-23 05:29:51
2023-10-23 05:27:51

Started Cancel
Cancel

2024-01-10 06:5 Cancel

2023-12-15 15:

2023-12-15 15:3(

2023-12-15 15:

2023-10-23 05:29:56

2023-10-23 05:27:54

GPS

Delete
Delete
Delet
Delete
Delete
Delete
Delete
Delete

* Cancel: this is only applicable when the export is running. Click to cancel your export request.

* Delete: this is only applicable when the export has finished running. Click to delete the export.

Show

Show
Show
Show
Show
Show

Action

wnloat
Download

Run Alert

* Show: click to open a tab titled Rover Export <date/time of export>, as shown below, that allows you to view the

status of all the files you selected to export.

View ~ Wizard Setup

Drag a column and drop it here to group by that column

File Nai

Datalog_20231215_153936
Datalog_20231215_151006
Datalog_20231215_144111
Datalog_20231215_141107
Datalog_20231215_140515
Datalog_20231215_133502
Datalog_20231215_130718
Datalog_20231215_124013
Datalog_20231215_121138
Datalog_20231215_120623
Datalog_20231215_120125
Datalog_20231215_113710
Datalog_20231215_110733
Datalog_20231215_103727
Datalog_20231215_100942
Datalog_20231215_093937
Datalog_20231215_093515
Datalog_20231215_090538

Map View Grid View

Graph View

Status
Error
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Error
Success
Success

Success

Network Info

Message

error:could not find file c:\gar\data\gf\u...

error:could not find file c:\gar\data\gf\u...

RF Spectrum

Analysis

Rover Expo
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2.6 Using GATA

This book describes how to use GATA for real-time tracking. It explains how to synchronize with OSS-ESPA so that you receive the

active and historical trails, and the active calls for your case of interest. It then describes how to use the map features to locate a device.

If you are using a GAR or GATA unit, then your location is automatically sent to OSS-ESPA. However if you are not using a GAR or

GATA unit and want to let OSS-ESPA know your location then this book explains how to do that via an external GPS device.

2.6.1 Monitoring movement on the Map View

This topic describes how to use the Map View to monitor the ongoing communications and movement of a target device. Prior to

monitoring a target device you must have created a case in OSS-ESPA.

1. Onthe Map View, cIicka@ on the left of the map.

The GATA panel opens.

2 Click Case.

=

7] ®

Case External GPS Views

The Case Settings dialog box opens.

sam.am.jones@gmail.com

L

QA Case Bravo3a
View the last: : hours
+* ™ il QA Case Bravo3a
- = Dodge TE
- W 9909000001
Nl 310170828240399
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3. Onthe Case settings dialog box:

a.

If this is the first time you have signed in, or another user is currently signed in, then in Email and Password you must

enter your OSS-ESPA account details, then click OK.
The software is reloaded and on returning to this dialog box your cases are automatically listed in Cases.

In Case, select the case you want to monitor. You can either select your case from the drop-down list or start typing the

case name to display it.
In View the last, enter the time period over which you want to view the active and historical trails, and the active calls.

In the list of people and phones, ensure all the CASEIDs (LIIDs) (lawful interception identifiers) you want to monitor are

selected.
Click OK.

The software is reloaded and synchronizes the case data with OSS-ESPA.

4. The map now displays active and historical trails, and active calls for the time period you selected. You can now monitor the

movements of the target device on the map as new communications arrive, and view the field unit trails of yourself and your

colleagues.

All active calls are listed on the Current activities tab. Typically these activities are outlined with a green box to
indicate they are active. When an activity ends it remains on this tab for ten seconds and is displayed with a red outline.
You can click the tower reference number to center the cell tower's location on the map. To investigate the location

further you can click the cell identifier to open the location on a separate browser tab in Google Maps.

These activities are outlined with a
green box to indicate they are active.
When an activity ends it remains on

this tab for ten seconds and is
displayed with a red outline.

The call's date and time.

This icon displays the call type, this
example shows a data call.

Displays the call participants. In

this data call example on the left

there is only one, but in the voice

call example below you can see
two.

Click this number to center the cell
tower's location on the map. |
o
Click the cell identifier to open the
location on a separate browser tab in
Google Maps.

Displays the call direction.
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The ten last known associates and locations are listed on the Associates Info and Locations Info tabs. You can click
the date/time link to center the cell tower's location on the map. To investigate the location further you can click the cell
identifier to open the location on a separate browser tab in Google Maps. You can use the icons on these tabs to filter

what is displayed. For example, you can display all used sectors, GPS ping locations and cell coverage on the map

Locations Info tab:

Use to set the number of displayed Use to filter what is displayed in the list and on
locations. the map, for example voice, data and GPS pings.

Click the cell identifier to open the
location on a separate browser tab in
Google Maps.

Click the date/time link to center the ceII\ T
tower's location on the map.

Click to display the target's call statistics.

Associates Info tab:

Use to set the number of displayed
locations.

Click the date/time link to center the cell ‘
tower's location on the map. @ ° Cloe)

Click to expand, then click the cell
identifier to open the location on a
separate browser tab in Google Maps.
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The person's last known call location is marked with a moving straight line. If the most recent location is a sector with
no azimuth defined then this straight line is displayed moving over 360 degrees. The last known GPS ping location is

displayed as a circle with radiating lines above and below.

!;I'his straight moving line indicates:

that this is the last known
location. As there are no
— 1 additional curved lines radiating
from it the call is no longer in
progress.

The person's current activities are marked with moving curved lines. If the current activity locations is a sector with no

azimuth defined then these curved lines are displayed over 360 degrees.

‘These moving curved

| lines indicate that
o _— _ thereiscurrent
e activity at this
location.

Current activities are defined as:

» acall or data session in progress. Note, that the map displays all the sectors that have been used during the
call, not just the call's latest sector. The sector that is currently being used is displayed with moving curved

lines, whereas the previous sectors show no moving curved lines.
* an SMS that occurred in the previous 60 seconds.

¢ GPS pings that occurred in the previous 60 seconds.
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A

Q notification appears automatically if there is any change to a device's subscriber information (IMSI,

MSISDN, SUPI-IMSI, GPSI-MSISDN, SUCI, GUTI-5G) and the device information (IMEI, IMEISV, PEI-IMEI, PEI-

IMEISV). This type of alert notifies you of pertinent changes related to the target device which may require you to

reconfigure other mission equipment in order to accomplish your mission.

The subscriber information can change when the target changes the SIM card or any temporary identifier related to the

SIM card managed by the operator. The most current IMSI, GUTI or SUCI (5G) number is required if you want to locate

th

e phone with cell tracking equipment.

The device information is related to the phone model or device in use with the subscriber identifier, and is required to

configure the cell tracking equipment with regards to the device's supported technologies and limitations.

When you click the notification, it opens the Notifications pop-up which displays the most recent changes. Click View

history if you want to view any previous changes. Click Dismiss all to remove the alert notification from the screen

and to also clear the historical alarms.

le

-

Notifications

MSI84208497 6}

7383832303332313434;

3313138383330%

Salt L;_‘ke City

penver= United States

amento
o

San Jose

Las Vegas
o
Albquerque

Los Angeles
(-] E

o
: San Diego Phoenix
Gooale "

Dallas
o

Historical identifier change notification

nge ( 03/21/22 14:05:46 )
":"310260","AMF Region ID":60,"AMF Sat ID7:64,"AMF
Pointer":6,"5G TMSI":859254838}
B SUCT change ( 03/21/22 14:05:46 )
310260-3-1-53-
313935343934333532313132353530323931313631 343031 38373835353 131
B GUTL-SG changs (03/21/22 14:11:04 )
"PLMN ID":"310260","AMF Region I0':50,"AMF Set ID7:64,"AMF
Pointer":5,"5G TMSI":309129525}
B 5UCI chang
310260 3-

B GUTI-56 cha
p

i

3133363437393434383131343631353031363031313633333430323830363132

Close

Ot

slpl

gt
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5. If you have field units with GATA equipment installed then you can also use them to help locate a device using the Direction

finder pop-up. For the GATA field units that are currently active, a Direction finder pop-up is either displayed in the field unit's
tab or as a floating window.

If the Direction finder pop-up does not display then click ¥igw= . On the GATA Views dialog box, ensure that in GATA ,

Direction finder is selected.

The following graphic explains how to use the Direction finder pop-up to help locate a device.

Click to zoom to the current The vehicle displays the first
location of the field unit. | time the equipment

connects with the device.
Select to display a colored ' :

circle on the map that i , The line of bearing indicates
represents the device's | (XN —/ the direction of the device,
distance from the field unit. i < - and the color of it

ADA: 323

represents the signal
LOB _RSSI: -46.46
T strength.

Direction finder - GATAY|

Click to center the map on
the location. If the icon is: —
- red, it shows the device's - — Click to switch on and off

current location. g \ — the audible beep when the
- gray, it shows the device's Click to open the location on equipment captures a silent

last known location. Google Maps. If the icon is: call.
'| - red, it shows the device's '
current location.
- gray, it shows the device's
last known location.
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6. If required you can change how the field units appear on the map, such as displaying the route's signal color and the

appearance of the Direction finder pop-up. Any changes you make to a field unit's settings will also change for all GATA and
OSS-ESPA users, and in all cases. To change a field unit's appearance:

=
— =
a. Click Lnits
i & 3 &l =
Case: External GRS Views Auto Focus Units

Current activities Locations Info Associates Info

The Field units dialog box opens.

If you want to set the color the field unit's marker and trails are displayed in, click the color icon.

Feld units

Name
UNIT307
GATA1
NYXCELL
GATA2

UNIT320

v Apply the date to all selected units?

[02/15/2022 12:27 J24¢]

0K

The Field unit color dialog opens, select a new color then click OK.

Field unit color

Ell J8CEOE
R: &3 G

oK Close

c. If you want to configure any other settings associated with a field unit, such as using a transparent background in the

direction finder window, using a floating direction finder window, displaying the signal strength in the bread crumb trail

and the appearance of the unit and signal icons, then cIick..
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Field units

Name
UNIT307
GATA1
NYXCELL
GATA2

UNIT320

¥ Apply the date to all selected units?

02152022 1227 [l

0K

The Unit settings dialog box opens. Configure the settings as required then click OK. For further information on the

settings refer to Unit settings dialog box on page 80.

Unit settings - NYXCELL

Campaign date:
G T ©

Use transparent background in
direction finder window

v Apply signal strength in route

V" Foating direction finder window

Unit icon:
Tcon 1 (Default) ~Q

Signal icon:
Tcon 1 (Defauft) ~@

d. Click OK to close the Field units dialog box.
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Setting the map location and scale

You may want the map location and zoom to remain the same as you have them currently displayed on the map. This can be useful for a

number of reasons, for example: you may wish to monitor movements around a specific location, or it may give you a better overall view

of the location of a new event when it occurs rather than it zooming in closely to the event which may make it difficult for you to at first

determine the new location relative to the previous one. To do this, set the map to your preferred location and zoom setting then click

o

Using auto focus in GATA
Auto focus allows you to set whether or not the map automatically centers a new event on the map when it arrives.
To enable and disable auto focus:

1. Either:

On the GATA panel click Auta Focus| | or

L] & 5ad T
Case External GPS Views Auto Focus Unit:

* On the Info tab, at the bottom-left of the screen click Auto focus.

Messages

i QA Alpha 4 Hilton Drug Ri

Auto Focus: N/A

The Auto focus dialog box on page 69 opens.
2. The Auto focus dialog box allows you to both enable and disable auto focus.

* To auto focus on a target, select the target you want to auto focus on.

NOTE: To auto focus on a specific phone or CASEID (LIID) , the phone number or CASEID (LIID) itself must

be selected on the Case Settings dialog box on page 72.
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‘Auto focus
~ ™ 1) QA Alpha 4 Hilton Drug Rip
v ™ & GDoe
v 321-456-6823
3214566823PD
311480601858140
3214566823PD4G
3214566823
v ™ & Josh Martin
v W 321-444-5555
@ 3214445555
I 310260349776726
v & Jackson Five
v W 321-368-1010
@ 3213681010
M 21 NMANA0TTRTIA
Disable auto focus
oK Close
* Todisable auto focus, select Disable auto focus.
Auto focus
~ “ il QA Case Bravo3a
- & Dodge TE
> ™ M 9999999991
I 310170828240399
v
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Using the GATA Layers panel

The Layers tab, on the right of the screen, allows you to select what information to display in the map.

Layers Legend

{4 ESPA Layers

w7 User Layers
(% Vg Drawing

== 77 Drive Layers
Q ﬂ Current Location
@ % Current File
Q I Current Campaign
@ % Today's Drive

== ¢ Sentinel Layers
@ % Cell Coverage
Q % Current active layer
(-} 7 Last known layer
(-} % Sector
Q 4 Tower reference
@ [ Target Location
@ &4 GPS Ping
@ I Verizon - Ite

= [% Field Units
wIZ,

7 GAR10
> oo 9

@ [ GATAL
oeRDO L

@ [ GATA2
LN N IS

@ % GATA3
SRR 2P 3

@ 4 GATA307
°oRP2W 4

@ {4 GATARDLT
o P

L ¥ 8
P15
L ol
= "¢ Base Layers
@ OpenStreetMap
Q Offline Maps
@ Offline Maps - Dark
@ Offline Maps - Satellite
@ ESRI
@ Bing Road
@ Bing Aerial
@ Stamen Toner Lite
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How to show and hide the field unit layers

For each field unit you can select to show and hide the field unit's:
« locations
. trail=l
. labelkd
« signal D)
« direction finder pop-up

1. Use the Field units menu to select the layers you want displayed for each field unit.

Show or hide locations

Show or hide trail

Show or hide signal : a(®
Show or hide label -

[ Show or hide direction finder pop-up
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How to change the base layer

Changing the base layer changes which map type is displayed.

NOTE: Offline maps do not require internet connectivity as they load directly from your computer. For further information refer

to Downloading offline map regions on page 52.

1.

Use the Base Layers menu at the bottom of the tab to change the displayed map.

Layers Legend

4 ESPA Layers
== [ User Layers
Q Ve Drawing
- ﬂ Drive Layers
Q ﬂCment Location
@ 1% Current File
Q ﬂ Current Campaign
@ % Today's Drive
= %7 Sentinel Layers
@ % Cell Coverage
Q % Current active layer
@ % Last known layer
(>} n Sector
Q [ Tower reference
@ 4 Target Location
@ % GPS Ping
Q % Verizon - Ite
= (% Field Units
T2
s T8

@ O GATAL
°oR9294

@ [ GATA2
om0 i

@ % GATA3
oRDW 4

@ I GATA307
R NON ¥ 8

@ [ GATARDLT
oR92% 4

% 1P15
@ oae

%7 Base Layers
@ OpenStreetMap
O Offline Maps
@ Offline Maps - Dark
@ Offline Maps - Satellite
@ ESRI
@ Bing Road
@ Bing Aerial
@ Stamen Toner Lite
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Measuring distance

You may want to measure the distance between different locations, for example if you believe a person is heading for a particular

location measuring the distance between their current location and their destination could give you an approximate time for their arrival.

With your map displaying the points you want to measure between:

1. Click ff at the top-left of the map to ensure the map is in the measure distance mode. This icon is displayed in orange ?’f}

when you are in the measure distance mode.

Left-click on the map to start measuring your distance. You can left-click to create another point on your distance measurement

or double left-click to complete your distance measurement.

The distance is displayed in miles.

NS W)

Technology)
Northrop Grumman 1 ATAT o
X Bldg 222 o Melbourne airport FL
Marthrop Grumman :
Bldg 228
E 1.51 miles
Northrop Grumman
, Bldg221 Kindred Hospital
'v =lbourne
TR W @
S T WNASA Blvd WINASA BV
@ : :
el = =5
(=}

Once you've completed your measurement right-click the map to return to the normal map mode which is indicated by the hand

ITTALL
icon returning to orange ';{:}".|l i:?.
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Viewing locations of interest

Locations of interest, that have been added to the case, are marked on the map with icons as shown below.

=t
=1

con Type

Crime Scene
Residence
Frequented Area
Meeting Area
Other

1~ fale il | |

Click on an icon on the map to display details about the location such as its name, latitude/longitude and event start/end times.

L‘iiidrnbo

X
Mary Johnson - Girlfriend

Event Start: N/A
Event End: N/A
Latitude: 28.085092
Longitude: -80.637274

V scus Bivd W Hibis
r shop

en

Maryjohnson - Girlfriend “

o) 3
w — L.

Viewing sector properties

Click on a sector to display the sector properties such as the technology, azimuth and beamwidth.

74 E Hibiscus Blvd — E Hibiscus Blvd
‘ N\ 0 Gerber Collision & Glas

/ \ 3

\ | Q Azimuth: 300

| — BeamWidth: undefined ilver f
{ | Melbourne / Cell: 311480445798 32 an 9
\ / Channel: 0

) ) |
( / Code: 0
W\

< ells Park Latitude: 28.08185 uto Repair
| Y o Longitude: -80.60818 hos
( Operator: Verizon E Semil
\ Melbourne  Technology: Ite Vheels
] Municipal Ba _ motive
f Lourdes ‘ 9

Melbourne Library yiatnam and All Veterans

=] Q of Brevard Veteran..

E Fee Ay E Fé Ave 9
) z

Columbus Ave

QGP Bikes Incdy
FFee AV .
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Viewing the best RSSI details

The best RSSI level is displayed on the map with a O Click on it to display details of the RSSI such as the level, time it occurred and

latitude/longitude.

b
'g Fountainhead t
p North
g g s £ =
g 5 LI S
3 ¢ NoweDameAverve & 3 s £
3 H g S5 o7 o
£ — 5§
eims Avenue Saint Michel Avent
* Chartrac Aveni e West Quebec Avenue
X
' LOB_RSSI: -63
' Date: 2023-05-11 13:49:27.29 \aqf Corbusier Drive  Corbusier Drive
Latitude: 28.112148346255847 .
Longitude: -80.67182570710345
Wickham Wright Avenue
Oaks Busin
sPauri =2 l
e
Wickhom

Center

Viewing the drive trail's direction of travel

The drive trail's direction of travel is marked on the map with arrows.

Drive trail's
direction of travel
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Downloading offline map regions

If you prefer to use offline maps, for example if you know you are going to be in an area with no internet access, then you can download

maps to your computer before you start your mission.

1. Click l*‘ on the right hand side of the screen.

<

[sland

A new OSS Maps browser tab opens.

2. Use Search to locate the region you want to download.

Show| 10 v|entries Search:
Description Date modified Size
Alabama 2021-10-07 10.3GB
Arizona 2021-10-07 5.5GB
Arkansas 2021-10-07 7.1GB
California 2021-10-08 19.6GB
Colorado 2021-10-07 5.6GB
Connecticut 2021-10-06 4.2GB
Dark - Alabama 2022-04-23 7.6GB
Dark - Arizona 2022-04-24 8.8GB
Dark - Arkansas 2022-04-23 6.0GB
Dark - California 2022-04-30 31.9GB
Showing 1 to 10 of 104 entries Previous T 2 3 4 5 " Next
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3. You can select your preference between either a standard or dark map for the region. If you prefer, you can also download both

as you can select which to use in step 5.

Show| 10 ¥ entries Search: [Floridd| x

Description Date modified Size

Dark - Florida 2022-04-21 11.6GB
Florida 2021-10-10 9.6GB

Showing 1 to 2 of 2 entries (filtered from 104 total entries) Previous 1 ‘ Next
4. Once downloaded, move the .gmbd file to C: \GATA\Offline Maps.
> This PC » Windows (C) > GATA > Offline Maps
Name Date modified Type Size
D Dark - Delaware.gmdb 09/10/2023 14:55 GMDB File 1,844,512 KB

Alternatively, if you prefer to have each region's download in a separate folder you can also use C: \GATA\Offline

Maps\<region name>.

> This PC > Windows (C) > GATA > Offline Maps > Delaware

~

Name Date modified Type Size

[ Dark - Delaware.gmdb 09/10/2023 14:55 GMDB File 1,844,512 KB

5. Touse the offline maps, on the Layers panel, select your preference either Offline Maps or Offline Maps - Dark.

Layers Legend

& ESPA Layers

= 7 User Layers

= ¢ Drive Layers
= [/ Sentinel Layers
7 Field Units

== % Base Layers

Q Offline Maps
Offline Maj Dark

@ ESRI
@ Bing Road

@ Bing Aerial

@ Stamen Toner Lite
@ Stamen Terrain

NOTE: If you have selected to use offline maps and you do not have the required download but you are connected to

the internet then internet maps are used automatically.
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2.6.2 Using an external GPS device

This topic describes how to use an external GPS device to provide GATA with your location so that your movements can be monitored if
you are not using a GAR or OTA unit. For an overview of the external GPS tracking feature refer to the Read GPS from external

device dialog box on page 79.

1. Onthe Map View, cIicka@ on the left of the map.

The GATA panel opens.

2. Click Estemal GPSl,

598 3
Case External GRS Views Auto Focus Uni

g

The Read GPS from external device dialog box on page 79 opens.
3. If prompted, allow access to your location.
4. In COM Port, select the USB port your GPS device is connected to.
5. Click Start.

Your location is now identified on the map with a marker, this information is updated every second.

NOTE: If this is the first time you have set up this unit then you must ensure that it is configured on OSS-ESPA's
Sentinel screen to display in the correct cases. For further information refer to "How to display GPS Tracker and field

units on the Sentinel screen" in the OSS-ESPA Help.

6. |fyou want to view the movements of other devices, you can select them from the Layers panel. Click = at the right-side of

the map to open the panel, then expand Field units and select the devices you want to display.

I/ GAR10
VT < oae
@ % GATAL
C R ¥ N
Q@ 2 GATR2
oRDVO i
o GATA3
kPN
@ 7 GATA307
oRDV L

@ & GATARDLT
RN ¥ N

P15
& N 4
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3 Software description

The GAR unit uses a simple and intuitive user interface to allow you to configure and run collections.
This interface includes the following elements:

* Startup: a two screen wizard allowing you to configure and run a discovery scan, and cellular and Wi-Fi coverage data

collection.
e View:
* Map, Graph, and Grid: these screens display the collected cellular coverage data.

* Network Info: this screen displays data about surveilled cellular devices and WiFi networks, and also displays

decoded messages.

* Device Info: this screen displays information about detected WiFi-enabled devices, for example cell phones and

laptops, which are connected to a wireless access point.
* RF Spectrum: this screen displays the results of an RF spectrum scan.
* Summary: this screen shows summary information about the collected data after the collection is completed.
* Analysis: this screen displays current and previous analyses run on the collected cellular and WiFi coverage data.
* Logs and settings: displays information about the status of the GAR unit.

* Status icon: displayed at the top of the interface to indicate the GAR unit’s status.

2401-0302-23200x-09

55



GAR User's Guide 3 Software description

3.1 Overview of GUI

The GAR unit uses tabs and panels to help you manage and run collections.
Tabs are sections of a screen which you can click to navigate to another screen.

Panels are sections of a screen which display information and options.
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3.2 Status

GAR status:
e lIdle
No discovery or collection is running on the GAR unit.
When you open the GAR user interface, the drive run wizard home page is displayed.
* Collection
The GAR unit is running a cellular coverage data collection.
When you open the GAR user interface, the Map screen is displayed.
* Autonomous

The GAR unit is set to perform a discovery scan and a collection at the same time. It runs a collection on operators,

technologies, and bands as soon as it identifies them.
When you open the GAR user interface, the Map screen is displayed.
* No RX Connection

This indicates that the GPS has frozen. To resolve this, check the integrity of your GPS antenna including the connection

before restarting.

GATA status:
e Connected
GATA is connected to the internet and transmitting and receiving data with OSS-ESPA.
* Reconnecting
GATA is attempting to reconnect to the internet and is currently unable to transmit and receive data with OSS-ESPA.
¢ Disconnected

GATA is disconnected from internet and is currently unable to transmit and receive data with OSS-ESPA.

3.2.1 Status icon

The GAR interface displays the receiver status using the status icon at the top of screen.

The status icon displays the receiver status and one of the following traffic lights as a visual indicator:
* Orange: receiver status is Idle.
* Green: receiver status is Discovery or Collection, and there are no errors.

* Red: receiver status is Discovery or Collection, and there is an error.
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3.3 Startup

Startup allows you to configure and run a cellular coverage and Wi-Fi data collection.

3.3.1 Choose mode

Choose mode is the first screen of Startup.

View Wizard Setup GATA Status: CGAR Status: Idle . i Logs and Settings

© start a new collection and discovery (new campaign)

@ start collection and discovery using last drive configuration

@ start WiFi only collection

@ start collection using last drive configuration

Choose mode ESPA case info selection

The Choose mode screen gives you the following options for running a collection:
* Start a new collection and discovery (new campaign)
For further information, refer to Start a new collection and discovery (new campaign) on page 11.
» Start collection and discovery using last drive configuration
For further information, refer to Start a collection and discovery using the last drive configuration on page 13.
* Start WiFi only collection
For further information, refer to Start WiFi only collection on page 15.
* Start collection using last drive configuration

For further information, refer to Start a collection using the last drive configuration on page 17.

3.3.2 ESPA case info selection

The ESPA case info selection screen displays options for selecting exported case data to display on the Map screen with the current

collection data.
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Choose mode Status: Discovery Logs and Settings

Select case information exported in ESPA to be displayed in the Map background:
Last 7 days

@ Case 2722_TM)
& Case 2722_Sprint
O Case XYZ

o Case R2D2

o Case C3PO

Start Collection

ESPA case info selection

You can select multiple exports from OSS-ESPA. On the Map screen's Layers panel you can then select which ones you want to

display.

Layers Legend

Surveilled elements

ESPA Layers

¥ 20201109 120208_QA Case Alpha3/Verizon
networl.kmil
¥ 20201109 120208_QA Case Alpha3/Verizon network

labels.kml

¥ 20201109 120208 QA Case

AlphaZ3/Targetl ocations.kml
¥ 20201109 120208_QA Case Alpha3/Sectors.kml
¥ 20201109 120208 QA Case

Alpha3/ReferenceTowers_ kml
¥ 20201109 120208_0QA Case Alpha3fDrawing.kml

When the GAR unitis in collection mode, Start collection is grayed out.
If you cannot select Start collection, check the GAR unit status.

If you want to change these settings when the GAR unit is in Autonomous or Collection mode, click = to open the Layer settings

dialog box, then on the ESPA Layer tab make the required change.
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3.4 Views

The GAR unit displays information using map, graph, and grid screens.

3.4.1 Map

On the Map screen, the user interface displays data relating to a GAR collection in map form. In addition the GATA feature displays

case data that is useful when you are conducting a real-time tracking mission.

View " Wizard Setup GAR Status: Idle Gt ? Logs and Settings

MapView  GrdView  GraphView  NetworkInfo  Devicelnfo  RFSpectrum  Analysis

You can rotate the map so that the top is oriented to a direction other than north.
* Touchscreen: touch an area with two fingers and drag both fingers in a circular motion.

* Laptop: press Shift and drag the cursor.

To reorient the map back to north, click.

Additional tools and options are available to control the Map screen and access other features.

< P y
Riveriakes <
Conservation 5 i3 \
i sunte
==3 Area \
\
\
) a0 South parick
% hors
\
| = \
% oy 128 Paii shores
\ = \ |
S - 2N Satellite Beach
= < — 195 a0
= 3 )
& \
S 09 \
\
\
Fsie Eadfalie T
183
25 |
i \
\
Melbourne
I 752 A \
4 3 \
\
= i N vmmmu
Us o2 e g
R us 102 Sgnaniest
Herky Huffméin N
Bull Creek e 12 150 June Park =
Wildlife I \
Management: q S
e fLso7 :
X s
WestMelbourne us1
¥ r516 \
423
\
. \ L[]

Icon Option Description

Search Allows you to search for a location on the map by street address or longitude/latitude

coordinates.
To search by coordinates, enter the longitude before the latitude.

a Map lock Allows you to lock the map if you prefer to view a specific map location.
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Icon

Option

Description

Base station

MCLA

Indoor mode

GPS mode

Full screen

Center

Zoom

Layers and

Legend

Allows you to conduct a base station analysis.

Allows you to conduct an MCLA analysis.

Switches the navigation mode to Indoor.

This option is only available if you have configured collections to run in Indoor or
Indoor+GPS mode. This is set using Navigation mode on the Current Configuration on

page 92 screen when the Status is Idle.
Switches the navigation mode to GPS.

This option is only available if you have configured collections to run in GPS or
Indoor+GPS mode. This is set using Navigation mode on the Current Configuration on

page 92 screen when the Status is Idle.
Allows you to expand the map windows to fill the screen.
This option is only available on certain browsers.

Allows you to refocus the map to set your field unit's current location as the center of the

map.

Allows you to narrow or expand the focus of the Map screen.

Allows you to select what data is displayed on the Map screen. For example:
Current location: the data from the current collection

Today'’s drive: the data from previous collections carried out on the day of the current

collection

Current campaign : the data from all collections in the campaign from the start day until

the day before the current collection
Current file: the data from the current file under collection

Sentinel layers: this allows you to select which case data received from OSS-ESPA's

Sentinel solution is displayed.
Offline maps: these are useful to display if you have no internet connection.

Field units: Each active field unit allows you to select which of its attributes are displayed,

for example the Direction finder pop-up on page 74 and the unit's name.
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Icon

Option

Description

Drawing tools

Collection

status

Snapshot
current

location

Cell coverage

Settings and
Export

Download

maps

Notifications

aﬁ. GATA panel

Allows you to draw shapes on the map to conduct analyses on data collected on locations

within.
Drawn polygons must be saved using the context menu before they can be used.

Displays a summary of the status of the GAR unit collection for each technology, and

additional functions such as file upload, in a popup window.

Allows you to conduct a snapshot analysis, which identifies which cell towers provide

coverage in a specific location.

For current location: select if you want the map's current central location used as latitude

and longitude for the snapshot analysis.

By file: select if you want to select specific GAR data files to be used for the snapshot

analysis.

Allows you to conduct a coverage analysis which plots your selected coverage data on the

map.

Allows you to change which exported case data is displayed on the Map screen with the

current collection data, and export the GAR .gtz files to the Rover file format.

Click to download offline maps for using with GATA.

This appears automatically if there is any change to a device's subscriber information
(IMSI, MSISDN, SUPI-IMSI, GPSI-MSISDN, SUCI, GUTI-5G) and the device information
(IMEI, IMEISV, PEI-IMEI, PEI-IMEISV). This type of alert notifies you of pertinent changes
related to the target device which may require you to reconfigure other mission equipment

in order to accomplish your mission.

Allows you to open the GATA panel used in real-time tracking.
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Context menu

You can use a context menu on the Map screen to do the following:

e} Center map here

Q@ Add a Marker
I view on Google Maps
(8} snapshot current location

i= Select drawing set
x Clear drawings

[E} Modify BA2C0448A31—65915-13

[=} Modify 20200206 095323 _QA Case Bravo3/Sectors.kml

@ Zoom In
& Zoom CQut

* Center the map on alocation
* Add a Marker to a location
* View the location on Google Maps. This is useful as it provides you with a visual display of the landscape.
* Snapshot to identify which cell towers provide coverage in a specific location
* Editand save polygons you have created using the drawing tools
¢ Zoom in and Zoom out
* Modify the opacity and radius of a Sector, or all Sectors in a layer
To open the context menu using a laptop, right-click the location on the map.

To open the context menu using a touchscreen device, tap and hold down on the location on the map until the context menu opens.
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Layers and Legend panel

The GAR unit displays the results of analyses, surveilled elements, and devices using a layered display on the Map screen.

To configure how these results and GATA data are displayed, use the Layers panel next to the map.

T T of 4§ &
T ribe oy i LAY
[}

]

\E.

N,
\‘“7-
%
N\
Als F

Layers: select which layers to display in the map, and set the attributes displayed for each layer. For GATA layers, refer to
Using the GATA Layers panel on page 46.

* Legend: indicates the attributes displayed in the map. Check-boxes allow you to select what you want displayed, and the
allows you to zoom into the item.

* Surveilled Devices
The GAR unit displays the devices you have chosen to surveil.
To choose devices to surveil, use the Device Info screen.
For further information, refer to Device Info on page 88.
* Surveilled Elements
The GAR unit displays the elements you have chosen to surveil.
To choose elements to surveil, use the Network Info screen.

For further information, refer to Select elements to surveil on page 27.

The GAR unit displays the signal location of each element as a different shape or icon. The GAR unit indicates the

signal strength of each element with the color of the shape or icon according to the legend.
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At any time, the location of the strongest detected signal for an element is shown in blue. If there are multiple locations

broadcasting the same strongest signal, those locations are all shown in blue.

To zoom in to the strongest detected signal, select
Drive Layers

The GAR unit displays the drive routes and the breadcrumbs trail of the collection drive route as different colors.

You can use breadcrumbs to display the strongest signal detected for surveilled devices and elements on the map.

This can be useful, for example, when trying to triangulate a signal to locate the emitting device.

Base Station Location Layers

The results of a base station analysis can be displayed on the map. Use the filter to define what base stations you want
to display.

GATA panel

The map view's GATA (Gladiator Automated Target Acquisition) panel is opened by clickingﬁ@ on the left of the map.
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The GATA panel consists of a Current activities tab, Locations Info tab, Associates Info tab and individual field unit tabs for all the

selected case's active GATA field units. There are also buttons that allow you to configure your GATA view.
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* Current activities: displays the details of any current communication activities. Typically these activities are outlined with a
green box to indicate they are active. When an activity ends it remains on this tab for ten seconds and is displayed with a red
outline. You can click the tower reference number to center the cell tower's location on the map. To investigate the location

further you can click the cell identifier to open the location on a separate browser tab in Google Maps.

These activities are outlined with a
green box to indicate they are active.
When an activity ends it remains on
this tab for ten seconds and is
displayed with a red outline.

The call's date and time.

This icon displays the call type, this
example shows a data call.

-

Displays the call participants. In
this data call example on the left
there is only one, but in the voice
call example below you can see

two.

Click this number to center the cell
tower's location on the map. |
—
Click the cell identifier to open the
location on a separate browser tab in
Google Maps.

12:47. )00 (16141)

Gladiator Mike 9176

Displays the call direction.

* Locations Info: displays by default the details of the last ten locations for communications. You can change the number of

locations from the default of ten using Top and clicking the refresh icon.

You can click the date/time link to center the cell tower's location on the map. To investigate the location further you can click

the cell identifier to open the location on a separate browser tab in Google Maps.

Click + to display the target's call statistics. You can use the icons to filter what is displayed in the list and on map. You can filter
on voice and VolP calls, data calls, SMS and MMS calls, GPS pings, GPS buffer, tower, cell coverage and the dominant cell

coverage.

The icons at the top of the tab apply to all persons listed on the tab but you can also use the icons alongside each person's

name. For the map details you can also click the icons listed for each location to display or hide them from the map.

Use to set the number of displayed Use to filter what is displayed in the list and on
locations. the map, for example voice, data and GPS pings.

Click the date/time link to center the cell\ ) . Click the cell identifier to open the
tower's location on the map. 2 EocoemEl | |0cation on a separate browser tab in
— Google Maps.

Click to display the target's call statistics.
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Associates Info: displays by default the details of the last ten associates the target last communicated with, and the target's

location during that communication. You can change the number of associates from the default of ten using Top and clicking
the refresh icon.

You can click the date/time link to center the cell tower's location on the map. To investigate the location further you can click

the cell identifier to open the location on a separate browser tab in Google Maps. The arrow alongside the associate's name

indicates if the call was incoming or outgoing.

Use to set the number of displayed
locations.

Click the date/time link to center the cell
tower's location on the map.

Click to expand, then click the cell m—
identifier to open the location on a 22 © ok i 917233
separate browser tab in Google Maps.

* Field unit: for each GATA field unit that is active a tab is displayed. It displays information gathered from the GATA field units

which can help you find devices of interest. Each field unit tab is named using the field unit's name. Currently the only field unit

feature implemented is the Direction finder pop-up on page 74.

You can minimize this tab by clicking B atthe top-right of the tab.

GATA1 GATA2

Direction finder - GATA2

Vehicle ID: GATA2 @,

W UE estimated distance ( 156.25 )

Technology: 4G

TA: 2.00 RSRP: -66.00

AOA: 90

LOB_RSSI: -62.30
i

UE location: NJA
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* Info: displays the case name that you are viewing and the name of the user that you are logged in as, both of which are set on

the Case Settings dialog box on page 72. It also displays your field unit name and your GPS status.

If the case has map data exported from the OSS-ESPA's Analysis center then a link is provided which opens the Case data -
Exported from Analysis Center dialog box on page 70 which allows you to view the available map exports and select any

that you would like to display on the GATA map.

Info Messages

il Hilton Drug Rij

* Messages: displays information regarding the status of uploading data to Sentinel.

Info Messages

3/14/2022 36 PM - Finished uploading data tinel
3/14/2022 36 PM - Uploading data to Sentine ms remaining)

¢ Case: click to open the Case Settings dialog box on page 72 which allows you to sign into your OSS-ESPA account and

select which of your intercepts you want to view.

* External GPS: click to open the Read GPS from external device dialog box on page 79 which allows you to give GATA

access to your current location when you do not have a GAR unit or an Over-The-Air unit.

* Views: click to open the GATA Views dialog box on page 79 which allows you to define which views you want displayed on
the GATA field unit tabs.

* Auto focus: click to open the Auto focus dialog box on page 69 which allows you to set whether or not the map

automatically centers a new event on the map when it arrives.

* Units: click to open the Field units dialog box on page 77 which allows you to open the Field unit color dialog box on
page 76 and the Unit settings dialog box on page 80 which allow you to select how the field units and their data are

displayed on your map.
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Auto focus dialog box

—1i
o0

e

The Auto focus dialog box is opened by clicking ‘AUt Facus on the GATA panel on page 65. It allows you to set whether or not the
map automatically centers a new event on the map when it arrives. The people, phones and CASEIDs (LIIDs) that are displayed are for
the case you selected on the Case Settings dialog box on page 72. You can also set to center the map on a field unit each time it
moves. The field units listed are either GAR and GATA units, Bluetooth GPS Cradlepoint units, and Over-The-Air units that have been
selected on OSS-ESPA's Sentinel screen by the monitor for your case; that is the case you currently have selected on the Case

Settings dialog box on page 72. Your selection is also retained for use at a later date when you reopen the case.

NOTE: To auto focus on a specific phone or CASEID (LIID) , the phone number or CASEID (LIID) itself must be selected on the
Case Settings dialog box on page 72.

Auto foaus

il QA Case Bravo3a
o Dodge TE
B 999-999-9991
Ml 310170828240399

W' Disable auto foous

oK
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Case data - Exported from Analysis Center dialog box

This topic provides an overview of the Case data - Exported from Analysis Center dialog box. This dialog box is opened by clicking

the case name on the Info tab on the GATA panel on page 65.

The Case data - Exported from Analysis Center dialog box list all the exported OSS-ESPA analysis center data that is available for

the displayed case. You can select to display one or more exported data files.

This data is exported from the ESPA analysis center usingE and selecting Export map to Sentinel. The export is automatically

named using the date and time of the export. The details that are exported are:

* Network and network labels: if either are selected then both are exported. However the only network locations which are

exported are those in the current zoom area of the OSS-ESPA's map.

* Polygons: all polygons are exported irrespective of whether or not they are in the current zoom area of the ESPA analysis

center's map.

* Target locations: all target locations are exported irrespective of whether or not they are in the current zoom area of the ESPA
analysis center's map. In Google Earth the target location icons are displayed as they are in ESPA analysis center, however in

MapPoint the target locations are only displayed using the same color as in ESPA analysis center but without the graphic.

* Sectors: all sectors are exported irrespective of whether or not they are in the current zoom area of the ESPA analysis center's

map.

* Towers by usage: all the usage details of each sector irrespective of whether or not they are in the current zoom area of the
ESPA analysis center's map are exported and can be viewed in Google Earth. In Google Earth the height of the sector

represents its usage.

¢ Calls by day: all the calls from the selected phone numbers are exported and you can select to view them in Google Earth on a

day by day basis.

» Cell coverage and WiFi coverage: all signal trails and drive trails are exported irrespective of whether or not they are in the

current zoom area of the ESPA analysis center's map.

* Geo-location: all the geo-location events and confidence circles are exported irrespective of whether or not they are in the

current zoom area of the ESPA analysis center's map.
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Case data - Exported from Analysis Center
. Name

export_20220523 112329

export_20220523 112949

export_20220523 120052
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Case Settings dialog box

The Case Settings dialog box is opened by clicking === on the GATA panel on page 65. It allows you to sign into your OSS-ESPA

account and select which of your intercepts you want to view.

X

sam.am.jones@gmail.com

Q& Case Bravo3a -

View the last: : hours

+ " il QA Case Bravo3a
= Dodge TE
B 999-999-9991
Ml 310170828240399

Email and Password

Enter your OSS-ESPA email address and password then click OK to sign in. The software is reloaded and synchronizes with OSS-

ESPA. On returning to this dialog box your cases are automatically listed in Cases.

You do not have to sign in each time you open the software. You only need to sign in on your first use, or after another user has been

signed in.
Cases

Once you are signed into OSS-ESPA using your Email and Password all your cases are automatically listed. Select the case you are

monitoring. The case's people, phones and CASEIDs (LIIDs) are now listed.
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View the last x hours

Select the previous number of hours you want to view for both:
¢ active and historical trails, and
* active calls.

The oldest data is removed from the screen when it becomes outside of the selected time period. The maximum value is 96 hours (4

days). The default is 8 hours.
Phones

This displays all the people, phones and CASEIDs (LIIDs) for the selected case. Select which ones you want to retrieve the data for. The

data associated with these is then populated on the Current activities tab, Last known tab and the map.

If the i-case associated with the phone is either disabled or no longer valid it will display as $E$ .
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Direction finder pop-up

The Direction finder pop-up displays information gathered from GATA field units which can help you find devices of interest. The pop-

up displays the current or last known location, the signal strength, the line of bearing, and the distance from the device.

The following graphic explains the features of the Direction finder pop-up.

Click to zoom to the current The vehicle displays the first
location of the field unit. time the equipment

. : connects with the device.
Select to display a colored

circle on the map that

Direction finder - GATA]]

The line of bearing indicates

— Vehide ID: GATAL

represents the device's B e ctimated distance ( 402.44) / the direction of the device,
distance from the field unit. T o 700 ‘. - and the color of it

AOA: 323

‘ represents the signal
LOB_RSSI: -46.46
g

Click to center the map on strength.

the location. If the icon is: U location: _ _
- red, it shows the device's - ' Click to switch on and off
current location. [ I ~— the audible beep when the
- gray, it shows the device's Click to open the location on equipment captures a silent
last known location. Google Maps. If the icon is: call.
- red, it shows the device's

current location.
- gray, it shows the device's
last known location.

This graphic shows how the pop-up appears with red icons when the equipment is connected to the device via a silent call.

Direction finder - GATA1

Vehide ID: GATA1

B UE estimated distance ( 402.44 )

Technology: 3G

TA: D RSRP: -37.00

ADA: 323

LOB_RSSI: -46.46
-

UE location:

If any readings are invalid then:
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* No location and no vehicle are displayed when the AOA value is invalid.
* No signal and no signal strength bar are displayed when the LOB_RSSI value is invalid.

To view the Direction finder pop-up you must have it selected to display on the GATA Views dialog box on page 79. You can also

select:
Use transparent background in direction finder window on page 82 to display it with a transparent background which is

useful if you are overlaying it on the map as it allows you to continue to view the street layout.

Floating direction finder window on page 82 which allows you to move it over the entire map rather than limiting it to the
field unit tab.

For further information on using the Direction finder refer to Monitoring movement on the Map View on page 36.

The vehicle displays the first time the equipment connects with the device.

The line of bearing indicates the direction of the device, and the color of it represents the signal strength.

2401-0302-23200x-09

75



GAR User's Guide 3 Software description

@,

Click to zoom to the current location of the field unit on the map.
UE estimated distance

Select to display a colored circle on the map that represents the device's estimated distance from the field unit. This, along with the line

of bearing can help you identify the location of the device.
|
C!J
Click to open the device's estimated location on Google Maps. If the icon is:
* red, the equipment is connected to the device and the location shown is the device's current location.

* gray, the equipment is not currently connected to the device and the location shown is the device's last known location.

i

Click to center the map on the device's estimated location. The location is displayed on the map using this same icon. If the icon is:
¢ red, the equipment is connected to the device and the location shown is the device's current location.

* gray, the equipment is not currently connected to the device and the location shown is the device's last known location.

o)

Click to switch on and off the audible beep which occurs when the equipment captures a silent call indicating that it is connected to the

device.

Field unit color dialog box

The Field unit color dialog box allows you to select the color you want the field unit's marker and trail displayed in, on the map. This
color is then applied to the selected field unit throughout your account. Therefore if you change the color, it will also change for all users

and in all cases.

Feld unit color

L3 38CEOE
R:EE 14 |
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Field units dialog box

=

i
The Field units dialog box is opened by clicking Units on the GATA panel on page 65. The field units listed are either GAR and GATA

units, Bluetooth GPS Cradlepoint units, and Over-The-Air units that have been selected on OSS-ESPA's Sentinel screen by the monitor

for your case; that is the case you currently have selected on the Case Settings dialog box on page 72.

This dialog box also allows you to open the Field unit color dialog box on page 76 and the Unit settings dialog box on page 80

which allow you to select how the field units and their data are displayed on your map. You can set not only the appearance of your field
unit on your map but also that of other personnel's field units.

NOTE: Any changes you make to a field unit's settings will also change for all GATA and OSS-ESPA users, and in all cases.

Feld units

Name Color  Settings

UNIT307 [ ]
GATA1 B
NYXCELL

GATA2

UNIT320

v Apply the date to all selected units?

02/15/2022 12:27 Jil@

OK

Color

Click on a field unit's color to open the Field unit color dialog box on page 76. This dialog box allows you to select which color you
want the field unit's location and trails displayed in on the map. This color is then applied to the selected field unit throughout your

account. Therefore if you change the color, it will also change for all users and in all cases.
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#Settings

Click to open the Unit settings dialog box on page 80. This dialog box allows you to configure which campaign date is displayed and

how the field unit data is displayed on the map.
Apply the date to all selected units?

By default this is set to the current date, however if you have a specific campaign date you want used for all the field units then select the
date and time of the campaign. Note, this setting overrides any date you have selected in an individual field unit's Campaign date on

page 81.
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GATA Views dialog box

The GATA Views dialog box is opened by clicking ¥igw= on the GATA panel on page 65. It allows you to define which views you want

displayed on the GATA field unit tabs. Currently only the Direction finder is implemented, for further information refer to the Direction

finder pop-up on page 74.

GATA Views

~ W cATA

Direction finder

Equipment Hardware Configuration

IMSI Search List

Unit location content

IMSI active content

Radio status content

Found content

Read GPS from external device dialog box

The Read GPS from external device dialog box is opened by clicking Extemzal GES on the GATA panel on page 65. It allows you to

give GATA access to your current location when you do not have a GAR unit or an Over-The-Air unit. This location data is then displayed
on the GATA map and on OSS-ESPA's Sentinel screen, where your movements can be monitored. This allows you and other
personnel, to determine your position relative to a point of interest, such as a location or a suspect. It allows all personnel using GATA to
monitor areas you are searching, which means it is easier for monitors to direct personnel to useful search areas and avoid multiple

personnel searching the same areas.

To use an external GPS device you must use this dialog box to select the USB port that the GPS device is connected to, for example
your phone. Both USB and bluetooth GPS are supported. If you are using a phone you must also ensure it does not lock. Once you have

started the tracking, your location is updated on both the GATA map and on OSS-ESPA's Sentinel screen every second.

If you require information on using an external GPS device refer to Using an external GPS device on page 54.
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Read GPS from external device

COM Port:

Unit settings dialog box

The Unit settings dialog box allows you to configure which campaign date is displayed on the map, and what icon style is used for the

unit.

In addition, if it is a GATA field unit, then you can also define whether or not the signal color is displayed on the map, and if an icon is
used to display the signal rather than a solid line. You can also select to display the location and appearance of the Direction finder

pop-up.

NOTE: After any changes are made you must refresh your browser for them to be displayed.
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Unit settings - NYXCELL

Campaign date:

G = O

Use transparent background in
direction finder window

¥" Apply signal strength in route

¥ Floating direction finder window

Uimit icon:
Icon 1 (Default) -9

Signal icon:
Tcon 1 (Default) ~@

Campaign date

If you have a specific campaign date for the field unit that you want displayed on the map then select the date and time of the campaign.

Note, if you have a date selected in Apply the date to all selected units? on page 78 then that overrides this setting.

81
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Use transparent background in direction finder window
This setting is only available when the field unit type is GATA.

Click to display the Direction finder pop-up on page 74 with a transparent background. This allows you to maintain visibility of the

map.
Apply signal strength in route

This setting is only available when the field unit type is GATA.

Select if you want to display the signal strength color on the signal trail.
Floating direction finder window

This setting is only available when the field unit type is GATA.

Select if you want to allow the Direction finder pop-up to move over the entire Map on page 60. If this is not selected then the

Direction finder pop-up is limited to moving within the field unit tab on the GATA panel on page 65.
Unit icon

Select which icon you want used to display the field unit on the map.

Signal icon

This setting is only available when the field unit type is GATA.

If you want to use an icon to display the signal trail then select one from the available options.
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3.4.2 Snapshot analysis

The Snapshot screen is used to report the results of Snapshot analyses. It is opened from the Analysis screen by clicking Show for a

snapshot analysis.
Examples of the results screen are shown below: In the results you can:

¢ Click Export csv file to export the results for use elsewhere.

Snapshot TBI Test

Location Filters
PHERSERIINIGIS Latitude: 26253991
CIA RO BEREDCIE OF SUNTREE Longitude: -80.698912
+500 meters
: 1/18/2021 10:35 AM - 1/20/2021 10:35 AM
Operators: Sprint T-Mobile
TRALEE Technologies: COMA.LTE
SHOR
HOLIDAY
SPRINGS |/
Uzy”]' EE
10004

Map data ©:

Snapshot Findings

Technologies: COMA, LTE
Total Channels by Technology: ¢

A-3Channels  LTE - 6 Channels

Cell Ids by Frequency: 862 Mhz - 2 Cells, 866 Mhz - 3 Cells, 1982 Mhz - 4 Cells, 1983 Mhz - 4 Cells, 1990 Mhz - 1 Cell, 2518 Mhz - 1 Cell, 2628 Mhz - 1 Cell, 2660 Mhz - 4 Cells, 2680 Mhz - 4 Cells

Total Distinct Cell Ids: 24

T

(Click here to view details)

Technologies: LTE
Total Channels by Technology:  LTE - 4 Channels
Cell Ids by Frequency: 644 Mhz - 1 Cell, 731 Mhz - 1 Cell, 1940 Mhz - 1 Cell, 2145 Mhz - 1 Cell
Total Distinct Cell lds: 4

* Click the operator link to expand the results and view the detail in a tabular format. This table also allows you to view the

neighboring cells.

200m
10008
Map data 2021

@

Snapshot Findings

Export csv file

Technologies: CDMA, LTE

Total Channels by Technology: CDMA -3 Channels  LTE - 6 Channels
Cell Ids by Frequency: 862 Mhz - 2 Cells, 866 Mhz - 3 Cells, 1982 Mhz - 4 Cells, 1983 Mhz - 4 Cells, 1990 Mhz - 1 Cell, 2518 Mhz - 1 Cell, 2628 Mhz - 1 Cell, 2660 Mhz - 4 Cells, 2680 Mhz - 4 Cells.
Total Distinct Cell lds: 24

Operator  Technology ~ Frequency ~ Channel  Cell ID Code TAC  LAC Neighbors  MinQuality ~ AvgQuality ~ MaxQuality Std. Dev Quality MinPower  Avg Power
Sprint CDMA 862 Mhz 476 2557 37 NA NA  ew -11.50 832 649 083 -86.13 -83.65
Neighbor Technology Neighbor Id Type  Neighbor 1 Neighbor 2 Neighbor 3 Neighbor 4 Neighbor 5 Neighbor 6 Neighbor 7 Neighbor 8
COMA 476 Intra 240 243 9 17 30 291 114 36

Sprint COMA 862 Mhz 476 2556 17 NA -19.92 -13.18 -999 126 9420 -88.44
Sprint CDMA 862 Mhz 476 2556 Mmoo N/A -19.92 1318 -9.99 126 -94.20 -88.44
Sprint 1T 866 Mhz 8763 99147803 282 33882 NA  yiew -18.88 1772 -17.16 031 -102.73 -101.46
Sprint LTE 866 Mhz 8763 99147801 251 33882 NA  yew -18.16 -17.83 -17.49 020 -10221 -10166
Sprint 1TE 866 Mhz 8763 99160601 97 33842 NA  yiew -2053 -1981 -18.45 038 -104.09 -103.60
Sprint CDMA 1982 Mhz 1050 3556 M7 NA NA ew 3127 -1528 680 421 -127.58 -103.32
Sprint COMA 1982 Mhz 1050 3557 37 NA  NA  vew -37.99 -1536 6.28 458 -125.82 -103.43
Sprint COMA 1982 Mhz 1050 3556 M ONA NAew 3127 15.28 680 421 -127.58 10332
Sprint CDMA 1982 Mhz 1050 3554 30 NA  NA  iew 3643 -1745 1033 395 -125.09 -105.48
Sprint COMA 1982 Mhz 1050 3562 38 NA  NA 3511 -1877 -1087 372 -121.08 -107.13
Sprint COMA 1983 Mhz 1075 3556 N7 NA NA ew -1551 121 906 243 -105.28 -101.49
Sprint COMA 1983 Mhz 1075 3554 30 NA  NA  iew -37.48 -1852 938 488 -127.01 -107.91
Sprint CDMA 1983 Mhz 1075 3556 M NA NA ew -1551 1121 -9.06 243 -105.28 -101.49

348

Max Power

8207

ighbor 9

-85.48
-85.48
-100.79
-101.10
-10253
9492
9332
-9492
-98.00
-10155
-99.19
9815

99.19

Std.Dev Power Samples
orn2 2747
Neighbor 10

213

122 8237
122 8237
040 2118
032 846
028 2154
453 15780
448 4388
453 15780
381 2322
313 404
214 13304
481 3473
214 13304
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* Hover over the total channels per technology to view the frequency channels.

@) Snapshot TBI Test

Location Filters

Snapshot Findings

Technologies: COMA, LTE
Total Channels by Technologl:
Cell Ids by Frequency: 862 M
Total Distinct Cell Ids: 24

7€ - 6 Channels
5. 1982 Mhz - 4 Cells, 1983 Mhz - 4 Cells, 1990 Mhz - 1 Cell, 2518 Mhz - 1 Cell, 2628 Mhz - 1 Cell, 2660 Mhz - 4 Cells, 2680 Mhz - 4 Cells

T-Mabile (Click here to view details

Technologies: LTE
Total Channels by Technology: LT - 4 Channels

Cell Ids by Frequency: 644 Mhz - 1 Cell, 731 Mhz - 1 Cell, 1940 Mhz - 1 Cell, 2145 Mhz - 1 Cell
Total Distinct Cell Ids: 4

Snapshot analyses are also automatically exported to ESPA, where you can review them on ESPA's Analysis center screen. For
further information refer to the OSS-ESPA Help.

3.4.3 MCLA

The MCLA screen is used to report the results of MCLA (Most Common Least Attractive) analyses. It is opened from the Analysis

screen by clicking Show for an MCLA. The MCLA screen displays the following:
* MCLA analysis results for each operator and technology

¢ Option to download the result in the CSV format.

3.4.4 Graph

On the Graph screen, the GAR user interface displays data gathered during a collection in graph form.

The GAR user interface displays collection data in the following dashboard types, to make it easier for you to find information relevant to

your campaign:
¢ Operator
¢ Technology

* Frequency Band

To use a dashboard, click = in the upper-left corner of the wizard screen and select an option from the list.

In the dashboards, the GAR user interface displays data using line graphs and column graphs.

Line graphs display the data gathered for one or more technologies as lines connecting data-points along two axes. The GAR unit

allows you to choose from the following types of line graph:
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¢ Band spectrum

¢ Timeline
Column graphs display the data gathered for each technology as a separate graph.
If the WiFi feature is licensed on your GAR unit, you can display information about WiFi networks.
Select WiFi from the list of technologies, then select either the 2.4 GHz or the 5 GHz band to display.
The GAR unit displays the following:

¢ Column graph of the WiFi networks detected in the band

* Table displaying information about the WiFi networks detected in the band

3.4.5 Grid

On the Grid screen, the GAR user interface displays data gathered during a collection in grid form. You can choose from the following

options:
» Display a grid showing the data collected for each band as separate rows.
* Display a grid showing layer 3 information for each protocol.
* Display a grid showing information for detected WiFi networks.
The GAR unit only displays this option if the WiFi feature is licensed.
* Apply group and filter functions to the information in the grid.
There are a few methods you can use to group records:

* Drag a column and drop it here to group by that column: Use this area, immediately above the column titles, to
sort and group records according to the column titles on this panel. Use your mouse to click the column title you want to
use to sort your records and drag the title to this area and once a green tick appears in the column title release it with
your mouse. You can select multiple column titles to create a hierarchy of grouping, for example the following graphic

shows the results grouped by the operator then the frequency:
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View ~Wizard Setup

L1 NR L1 LTE L1 LTENB IOT L1 UMTS L1 GSM L1 CDMA L1 EVDO

Operator 4 X — Frequency X

Operator A | atitude Longitude  Frequency

¥ Operator: Dish (1)

» Frequency: 646850000 (30)
¥ Operator: T-Mobile (1)

» Frequency: 632550000 (26)
w Operator: Verizon (2)

» Frequency: 3730080000 (30)

» Frequency: 1956150000 (14)

¢ Column title menu: Click the arrow to the right of the column title to display a menu, then click Group by this

column.

View  Wizard Setup

L1 NR L1 LTE L1 LTE NB IOT 1 UMTS L1 GSM L1 CDMA

Drag a column and drop it here to group W that column

Time Operator titude Longitude  Frequency

2023-10-12 12:24:24 Dish Sort Ascending

2023-10-12 12:24:24 Dish .
Sort Descendin,
2023-10-12 12:24:24 Dish

2023-10-12 12:24:24 Dish

2023-10-12 12:24:24 Dish
2023-10-12 12:24:24 Dish Remove from groups
2023-10-12 12:24:24 Dish Show rows where:
2023-10-12 12:24:24 Dish 7 (Select All)

2023-10-12 12:24:24 Dish v' Dish

2023-10-12 12:24:24 Dish v" T-Mobile

2023-10-12 12:24:24 Dish ¥ Verizon

2023-10-12 12:24:24 Dish

2023-10-12 12:24:24 Dish Filter Clear
2023-10-12 12:24:24 Dish 28.089941 -80.625138 | 646850000

To remove a column header from being grouped, either click the cross in the column title or use Remove from groups in the

column title menu.

You can also use the column title menu to sort the records in either ascending or descending order, and to filter the rows

displayed.
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NOTE:When you are analysing data you may want to clear the Auto-Update check-box, at the bottom-left of the panel, so that

the data is not fluctuating during your analysis.

View Wizard Setup

L1 NR L1 LTE L1 LTE NB IOT L1 UMTS L1G

Drag a column and drop it here to group by that column

Time Operator v Latitude
2023-10-12 12:24:23 Verizon 28.089938
2023-10-12 12:24:23 Verizon 28.089938
2023-10-12 12:24:23 Verizon 28.089938
2023-10-12 12:24:23 Verizon 28.089938
2023-10-12 12:24:23 Verizon 28.089938
2023-10-12 12:24:23 Verizon 28.089938
4

Map View Grid View Graph View Network Info

3.4.6 Network Info

The Network Info screen displays data and decoded messages for which the source has been identified.

The Network Info screen uses the following panels:

* Selection panel: displays a tree view of elements which you can surveil and decoded messages which you can display.

For further information, refer to Select elements to surveil on page 27.

When you select the checkbox for an element, it is added to the surveilled elements panel, and monitored in real time.

When you select a message, the GAR unit displays the decoded message contents.

* Surveilled elements: displays a tree view of surveilled elements, by operator, technology, frequency, channel, and cell.

* Network and client info: displays decoded/layer 3 information about an element or a message which you select in the

selection panel.

¢ Graph: displays real-time information and historical cell information for surveilled elements, as bar graphs and line graphs.
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3.4.7 Device Info

The Device Info screen displays information about detected WiFi-enabled devices, for example cell phones and laptops, which are

connected to a wireless access point.
The Device Info screen lists devices in the following sub-screens:

* Unassociated: devices which are broadcasting a WiFi signal detected by the GAR unit, but are not connected to a network

through a wireless access point.
* Associated: devices which are connected to a detected network through a wireless access point.
* Stolen: devices listed as stolen in OSS-ESPA.

To display the location of a device on the Map screen, select the device's checkbox.

3.4.8 RF Spectrum

The RF Spectrum screen displays the results of an RF spectrum scan, with the following features.
* Select a band to display RF spectrum data
Do one of the following:

* Select one of the bands from the panels displayed at the top of the screen.

Click = inthe upper-left corner of the screen and select the required band from the menu.

The received RF power for the band is displayed as a line graph in the main view.
e Zoom into a range on a selected band

In the Frequency bar at the bottom of the screen, highlight a range between two frequencies by clicking and dragging the

cursor.
The received RF power for the selected range is displayed in the main view.
To display the entire band again, click Reset.
* ldentify the Technology or Operator broadcasting at different ranges of a band
In the dropdown menu in the upper-right corner of the screen, select one of the following:
¢ Spectrum only
Displays the band without Technologies or Operators identified.
¢ Technology bands
Displays the band with different ranges color-coded by Technology.

¢ Operator bands
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Displays the band with different ranges color-coded by Operator.
¢ Oper/Tech bands
Displays the band with different ranges color-coded by Operator and Technology.

You can configure the bands used in the RF spectrum scan in the Edit RF Spectrum Bands dialog, accessed from the Current

Configuration screen.

For further information, refer to Edit RF Spectrum Bands on page 94.
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3.5 Analysis

The Analysis screen displays current and previous analyses run on the collected cellular coverage data. You can open an analysis to

display its results after it has completed.
The Analysis screen displays the following information for each analysis:
* Type: type of analysis, for example, MCLA
* Description: displays the type of snapshot analysis, either By files or By location
* Name: unique identifier of the analysis
» Status: progress of the analysis

* Progress: current state of the analysis, for example, Execution is finished ifthe GAR unit has finished running the

analysis
* Result: whether the analysis was completed successfully
* Requested: date on which the analysis was requested
» Started: date on which the analysis was conducted
Controls are also available for each analysis:
* Cancel: click to cancel a running analysis
* Delete: click to delete the results of an analysis
* Show: click to display the results of the analysis in a new screen
* Action:

* Run Alert/Cancel Alert: click to run or cancel an alert on missions deploying 24x7 scenarios or VIP routes. Create a
base line with the Snapshot analysis on page 83 after collecting data and then configure it to detect any new cell
tower from the base line. This type of alert is useful for VIP route monitoring and other scenarios if you want to check if

the VIPs are being monitored.

* Download: in addition to being able to open the base station location analysis on the map you can also click to

download the results.

Additional controls are available at the foot of the Analysis screen to update the display. Click Refresh to update the analysis results, or

select the Auto-Update checkbox to automatically update the analysis results in real time.
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3.6 Summary screen
After a collection has been completed or if you have stopped the collection, the GAR user interface displays the Summary screen.
The Summary screen displays the following:
* Information about the collection drive.
* All operators identified in the discovery scan.

¢ Options to Shutdown unit or Re-start collection.

2401-0302-23200x-09 91



GAR User's Guide 3 Software description

3.7 Logs and Settings

The GAR user interface displays information about the status of the GAR unit in the Logs and Settings screens.

To access these, click Logs and Settings in the upper-right corner of the drive run wizard screens.

The following Logs and Settings screens are available:

GAR Log: displays the GAR management software status, and triggers an alert if there are issues with the GAR unit.
Rx Log: displays the receiver’s current status and triggers an alert if there are issues with the receiver.

Upload Log: displays the status of the collected files as they are uploaded to the OSS-ESPA server, and triggers an alert if

there are issues uploading any file.

Current Config: displays the settings for the current collection drive, and provides options to change some of the GAR unit's

operational settings.
For further information, refer to Current Configuration on page 92.
Data Manager: displays data files used by the GAR unit.

In this screen, you can move files between different directories, for example, to copy data onto a USB pen drive or hard drive

connected to the GAR unit.

3.7.1 Current Configuration

The Current Configuration screen displays the settings for the current collection drive.

To clear campaign information, set the GAR unit to Idle, then select Clear Current Configuration in the Current Configuration

screen.

The Current Configuration screen provides the following options to change some of the unit's operational settings:

Configurable tree view of the operators, technologies, and bands to be included in the collection.
To remove an item from the collection, clear the checkbox.

Campaign start date: Start date of the campaign. The GAR unit uses this to manage its autonomous start process, and to

display campaign drive route information in the Map screen.

Unit start delay time: Time which the GAR unit waits for the user to connect using the web browser, and select tasks. If the

user does not connect within this time, then the unit automatically starts a cellular coverage data collection with discovery.
If the Campaign start date is set, then the GAR unit starts the collection using the existing drive configuration.

If the Campaign start date is not set, then the GAR unit starts a new discovery scan.

The default setting is 120 seconds.

Discovery duration: Length of time which the GAR unit spends running a discovery scan.

Available values are from 0 to 30 minutes. If set to 0, the discovery scan runs without stopping.
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* File size: Size of the file in which the GAR unit stores data for upload to OSS-ESPA. When the collection data exceeds this, the

GAR unit creates a new file to store the additional data.
Available values are from 0 to 200 MB. If set to 0, there is no restriction on file size.

* File duration: Collection time period for which the GAR unit stores data in a single file. For example, if this is set to 20 minutes,

the GAR unit stores all data collected in 20 minutes in a single file.
Available values are from 0 to 60 minutes. If set to 0, there is no restriction on file duration.
If File duration and File size generate conflicting file sizes, the GAR unit uses the smaller file size.

* Navigation mode: allows you to select how the GAR unit records location information for collections. You can select from the

following modes:
* GPS: The GAR unit records location information using GPS.
* Indoor: The GAR unit requires you to manually enter coordinates during a collection using the Map screen.

This is useful if you are running a collection in locations where there is no GPS signal, or where the GPS signal is

weak, for example inside a building.

* Indoor+GPS: The GAR unit requires you to manually enter coordinates in the same way as Indoor mode. However,

the GAR unit displays the current GPS location when it detects a GPS signal, to help you enter an accurate location.
The default setting is GPS. This setting can only be configured when the GAR unit's status is Idle.
* WiFi collection: allows you to enable or disable the collection of WiFi data during a collection drive.
The GAR unit only displays this option if the WiFi feature is licensed.
The default setting is Enabled.

* RF spectrum scan: allows you to enable or disable the collection of RF spectrum data during a collection drive. You can select

from the following modes:
* None: the GAR unit does not scan the RF spectrum.
* Automatic: the GAR unit scans the RF spectrum for all the bands identified during the discovery.
To edit the bands used in the RF spectrum scan, click Edit.
The Edit RF Spectrum Bands dialog opens.
For further information, refer to Edit RF Spectrum Bands on page 94.
* Automatically upload log files: allows you to backup GAR log files from the queued folder of the GAR Data manager.
The default setting is Enabled.

* Audio warning on lost connection: when enabled a beep is sounded if there is a loss of connection with the GAR portal

server meaning the Ul is not being updated.
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* Send live GPS to ESPA: when enabled your GPS location is sent to OSS-ESPA. This allows other personnel to view and track
your location. The GPS information may either be from a GAR unit, an OTA field unit, or an external GPS device that you have

selected using the Read GPS from external device dialog box on page 79 .

* GATA: when enabled the Gladiator Automated Target Acquisition feature is available to use. For further information refer to

About Gladiator Automated Target Acquisition (GATA) on page 7 and Using GATA on page 36.
* Reset Options...: opens a dialog giving you the following options to reset the GAR unit:
* Reset GAR state to IDLE: sets the GAR unit's receiver status to Idle.
For further information, refer to Status on page 57.
* Restart GAR software: opens a confirmation dialog giving you the option to restart the GAR unit's software.

* Restart GAR computer: opens a confirmation dialog giving you the option to restart the GAR unit.

Edit RF Spectrum Bands
The Edit RF Spectrum Bands dialog allows you to configure the bands used in the RF spectrum scan.
You can access the Edit RF Spectrum Bands dialog from the Current Configuration screen.
For further information, refer to Current Configuration on page 92.
You can do the following:
* Select an existing band to include in the RF spectrum scan
Toinclude a band, select it using the tree view.
To include all bands in the RF spectrum scan, click Select All.
To exclude all bands from the RF spectrum scan, click Clear All.
* Create a new band
Click Add Band, and enter the Band name, Lower frequency, and Upper frequency, then click OK.
The new band is displayed in the tree view under User bands.
* Change the name or frequency range of an existing band

Click Edit Band, and update the Band name, Lower frequency, and Upper frequency, then click OK.
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4 Specifications

The GAR unit collects a wide range of cellular coverage data and is designed to be operated easily and safely in indoor and outdoor

conditions.

The following sections provide details of the GAR unit specifications.
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4.1 Bands

The GAR unit uses a number of filters to scan cellular coverage data. Each filter scans a single band. More than one filter can scan the

same band.
The range of filters your GAR unit can use depends on how the GAR application is licensed.

* Software Defined Radio (SDR) technology: you can configure the GAR unit to scan any technology for a band defined by an

appropriate authority, such as ETSI or 3GPP.
* Frequency range: 350 MHz - 6 GHz, and 17 GHz to 53 GHz
Bands supported by the GAR unit:
* NR-3GPP TS 38.101-1

* 3GPP Portal Specification #: 38.101-1:

https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3283

* Wikipedia 5G NR Frequency Bands: https://en.wikipedia.org/wiki/5G_NR_frequency_bands

e LTE and NbloT - 3GPP TS 36.101

¢ 3GPP Portal Specification #: 36.101:

https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=2411

* Wikipedia LTE Frequency Bands: https://en.wikipedia.org/wiki/LTE_frequency_bands

e UMTS - 3GPP TS 25.101 and 25.102

* 3GPP Portal Specification #: 25.101:

https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=1151

* 3GPP Portal Specification #: 25.102:

https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=1152

* Wikipedia UMTS Frequency Bands: https://en.wikipedia.org/wiki/lUMTS_frequency_bands

* CDMA/EVDO - 3GPP2 C.S0057-E

* 3GPP2 Portal specification C.S0057-E https://www.3gpp2.org/Public_html/Specs/C.S0057-F_v1.0_Republication_
20150915.pdf

¢ Wikipedia CDMA Frequency Bands: https://en.wikipedia.org/wikiCDMA_frequency_bands

* GSM -3GPP TS 45.005

* 3GPP Portal Specification #: 45.005:

https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=2709

* Wikipedia GSM Frequency Bands: https://en.wikipedia.org/wiki/GSM_frequency_bands
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* WiFi

* |EEE Explore 802.11 Standard: https://ieeexplore.ieee.org/document/9363693

* Wikipedia List of WLAN Channels: https://en.wikipedia.org/wiki/List_of _WLAN_channels

2401-0302-23200x-09 97


https://ieeexplore.ieee.org/document/9363693
https://en.wikipedia.org/wiki/List_of_WLAN_channels

GAR User's Guide 4 Specifications

4.2 Protocols

The GAR unit supports the following protocols:
* GSM
« WCDMA
« CDMA/CDMA2000®
¢ 1xEV-DO (Rel. 0/Rev. A/Rev. B)
e LTE-FDD
e LTE-TDD
*  WiFi (802.11 A/B/G/N/AC)
*« NR

e NB-loT
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4.3 Metrics

The GAR unit has the following dimensions.

In this data the GAR unit includes the GPS/RF/WIFI cables and antennas, and two scanners. Each scanner weighs 0.5 kg (17.63 Ibs).

GAR unit with suitcase dimensions:

Measurement Metric Imperial
Height 545cm 21.45"
Length 245cm 9.64"
Width 345cm 13.58"
Weight 19.36 kg 42.7 Ibs
GAR unit without suitcase dimensions:
Measurement Metric Imperial
Height 185cm 7.28"
Length 27 cm 10.62"
Width 42cm 16.53"
Weight 14.37kg 31.7Ibs
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4.4 Power

The GAR unit has the following power specifications:

* Input voltage range: 10 to 18V DC (-0%/+10%)

¢ Nominal input current: maximum 8A at 10V

* Typical battery life when conducting 32 tasks: 4 hours
The GAR unit is powered by one of the following methods:

* Cigarette lighter power cable

* GARunit batteries

You can recharge batteries using the wall unit.

1 battery takes 4 hours to fully charge.

GAR unit batteries are hot swappable, so you can swap a depleted battery with a fully charged replacement without switching off the

unit.
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4.5 Environmental specifications

The GAR unit is designed to be robust and operates in a range of indoor and outdoor conditions.

GAR unit environmental specifications:

Environmental factor

GAR specifications

Operating temperature
Permissible temperature
Storage temperature

Damp heat

Sinusoidal vibration
Random vibration
Shock

Electromagnetic compatibility

Electrical safety

+5°C to +40°C (+41°F to +104°F)

0°C to +45°C (+32°F to +113°F)

-20°C to +50°C (-4°F to +122°F)

+40°C (+104°F), 95% relative humidity, cyclic

In line with EN60068-2-30

In line with EN 60068-2-6

In line with EN 60068-2-64

In line with MIL-STD-810E, method no. 516.4, procedure 1
In line with EMC Directive 2004/108/EC, applied harmonized standards:
EN 61326-1 (industrial environment)

EN 61326-2-1

EN 55011 (class B)

EN 61000-3-2

EN 61000-3-3

EN 50498

In line with EU Directive 2014/35/EU EN 61010-1
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4.6 Regulatory
The GAR unit complies with the following regulations:
* RoHS product Category 9 for monitoring & control instruments
* |EC 60950-1 safety standard, when using the GAR power adapter

* VDE-GS mark of safety approval, certificate no. 40039189

2401-0302-23200x-09 102



	 Front matter
	 1 Overview of the GAR
	 1.1 Features
	 1.2 OSS-ESPA cloud
	 1.3 Drive tests
	 1.4 Notifications
	 1.5 Software overview
	 1.6 About Gladiator Automated Target Acquisition (GATA)
	 1.6.1 Key Features
	 1.6.2 Key Benefits


	 2 Operations
	 2.1 Collections and discoveries
	 2.1.1 Start a new collection and discovery (new campaign)
	 2.1.2 Start a collection and discovery using the last drive configuration
	 2.1.3 Start WiFi only collection
	 2.1.4 Start a collection using the last drive configuration
	 2.1.5 Switch between GPS and indoor collection
	 2.1.6 Review collection information

	 2.2 Run an analysis
	 2.2.1 MCLA
	 2.2.2 Base Station Location
	 2.2.3 Snapshot analysis
	 2.2.4 Plotting collected cell coverage data on the map

	 2.3 Select elements to surveil
	 2.4 Assigning GAR to the WiFi network for the first time
	 2.5 Exporting GAR files to an external tool
	 2.6 Using GATA
	 2.6.1 Monitoring movement on the Map View
	 2.6.2 Using an external GPS device


	 3 Software description
	 3.1 Overview of GUI
	 3.2 Status
	 3.2.1 Status icon

	 3.3 Startup
	 3.3.1 Choose mode
	 3.3.2 ESPA case info selection

	 3.4 Views
	 3.4.1 Map
	 3.4.2 Snapshot analysis
	 3.4.3 MCLA
	 3.4.4 Graph
	 3.4.5 Grid
	 3.4.6 Network Info
	 3.4.7 Device Info
	 3.4.8 RF Spectrum

	 3.5 Analysis
	 3.6 Summary screen
	 3.7 Logs and Settings
	 3.7.1 Current Configuration


	 4 Specifications
	 4.1 Bands
	 4.2 Protocols
	 4.3 Metrics
	 4.4 Power
	 4.5 Environmental specifications
	 4.6 Regulatory


